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When we consider how far computing has come over 
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impressive computing power is storage. This month 
we talk about how far storage has come and cover 
some of today's storage options. 
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• Despite its popularity, text mes- 
saging might be on the decline. 

TEXTING OVER THE HILL? 

Approximately 20 years ago, the first 
text message was sent from a PC to a 
cellphone, marking the birth of the SMS 
(short message service). Since then, text 
messaging has exploded in popularity. 
According to Chetan Sharma's US Mobile 
Data Market Update Q3 2012, however, 
it appears that text messaging may be 
on the decline. The mobile analysis firm 
reports that the total number of text mes- 
sages, as well as the total messaging rev- 
enue in the market, both declined in Q3, 
which is a first for the industry. Chetan 
Sharma blames the declines on a rise in 
low-cost or free IP messaging apps. 




QUAD-CORE NOTEBOOK OUTLOOK 

A new report from IHS iSuppli finds that quad-core processors will become standard 
over the course of the next several years. The IHS iSuppli Compute Platforms Topical 
Report expects the number of notebooks shipping with the more powerful processors 
to grow four-fold between 2012 and 201 6. In 2012, notebook manufacturers shipped 
48 million notebooks with quad-core processors (22% of all notebook shipments). 
But by 201 6 that number will climb to 1 79 million units, accounting for roughly three 
of every five notebooks shipped. In four years, Blu-ray Disc drives will appear in 1 6% 
of all notebooks, and fully 1 00% of them will have 64-bit operating systems. 
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HOLIDAY SPENDING 2012 UPDATE 

Once again, the Consumer Electronics Association has released its 
Annual CE Holiday Purchase Patterns Study for the 2012 holiday 
season. In it, the report finds that consumers plan to spend $1,634 
over the course of the holidays, which is an 1 1 % increase com- 
pared to spending plans in 201 1 . Consumers' gift budgets were up 
9% compared to 201 1 , to $842. Of that amount, consumers plan to 
spend an average of $252 on consumer electronics, which is similar 
to the previous year's $246. An impressive 76% of adults who plan 
to give gifts said they will purchase consumer electronics during the 
holidays in 2012. 
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MOBILE APP USAGE GROWS 

A new report from Flurry shows that while Web browsing and TV viewing habits have 
remained largely flat (or even slightly down, according to some analysts) between 
201 and 201 2, the use of mobile applications has steadily risen. As of December 
201 0, U.S. consumers spent 66 minutes a day using mobile apps. In December 201 1 , 
we spent 94 minutes in mobile apps. The most recent findings show that we're now 
spending an average of 127 minutes in mobile apps. That's significantly more than 
the 70 minutes a day we spend on the Web, but still a good deal less than the 1 68 
minutes a day we spend watching TV. 



WE LOVE STREAMING 

Streaming TV shows is more popular than ever. According to a recent Har- 
ris Interactive study, 1 8-35 year olds watch almost as much streaming TV 
(41 %) as they do live TV (44%). The firm also reports that more than half 
of Americans (53%) say they have viewed streamed TV programming on 
a PC, tablet, streaming-enabled TV, or smartphone. Harris interactive also 
finds that many Americans have the ability to watch streaming TV from a 
number of devices: 30% via TV sets, 1 9% via set-top boxes or game sys- 
tems, 1 7% via Internet compatible TVs. Some 20% say that they watch TV 
mainly via a device. 




• Adults are turning off the TV more and 
more, and the young are leading the way. 

TV VIEWING DECLINES 

According to a new report from 
Nielsen, young people aged 18- 
24 are watching less TV overall. 
Between Q1 201 2 and Q1 201 1 , 
people in this age group watched 
1:30 (hours: minutes) less per month 
on average, which comes out to 
about 13 minutes less per day. In Q2 
2012, young people in this group 
watched a weekly average of 22:32 
of traditional TV. That's an average 
of 1 :45 less than they viewed in the 
same period in 201 1 , or about 1 5 
minutes less a day. The downward 
trend is also visible among all age 
groups, though to lesser degrees. At 
the same time, mobile app usage 
continues to grow. 
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Hibernate 



ADD HIBERNATE TO 
WINDOWS 8 POWER 
SETTINGS 

You'll need to start by accessing your 
system's power settings. The easiest 
way is to simultaneously press the 
Windows and W keys, which will 
open the Settings Search menu. Type 
power and click Change What The 
Power Buttons Do. Select the Change 
Settings That Are Currently Unavail- 
able option and scroll down to Shut- 
down Settings at the bottom of the 
window. Select the checkbox next to 
Hibernate and save the changes. 



IE 10 BETA OUT FOR WINDOWS 7 

IE1 (Internet Explorer 1 0) was exclusive to Windows 8 when it was first released, 
but Microsoft recently provided an I El Release Preview for Windows 7, so you 
can now enjoy the IE10's improvements, including improved performance, sup- 
port for HTML5 and CSS3 standards, security enhancements, and a full screen 
interface. The rich visual effects and sophisticated page layouts allow for better 
graphics and speedier loading, so you won't be waiting for impressive video and 
animations. You'll also benefit from better privacy, as I El is automatically set to 
"Do Not Track," so that your personal history won't be tracked online. 



IE 10 BETA OUT FOR 
WINDOWS 7 
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WINDOWS 8 SALES 

After the first month of sales, Microsoft sold 40 million Windows 8 licenses, 
which is fairly close to the number of licenses sold for Windows 7 in its first 
month. According to Microsoft, Windows 8 is also outdoing Windows 7's pace 
for system upgrades for the same time period three years ago. 




Microsoft® 

SharePoint 



SHAREPOINT ENHANCEMENTS 

Microsoft announced that SharePoint 201 3 will offer a number of improvements, 
including greater capabilities for use with social media, cloud computing, and mo- 
bile devices. For example, you can share documents with others — both inside and 
outside your organization — via a drag-and-drop interface using document libraries. 
Task management can be consolidated across SharePoint, Microsoft Outlook, and 
Microsoft Project. Microsoft also plans to introduce new native SharePoint Mobile 
apps for Windows 8, Windows Phone, iOS, and Android devices. 

• SharePoint 201 3 provides new features for sharing, as well as support for social media and mobile devices. 
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CO 



SPOKE6 



Looking for a co-working location in 
Tucson, Arizona? Spoke6 is a new co- 
working space that recently expanded by 
988 square feet to add six to ten desks, a 
formal conference room, a reception area, 
locked storage spaces, and more signage. 
The Spoke6 office is designed for small 
businesses that want to locate and hold 
meetings in downtown Tucson. Spoke6 
is also the home of the Tucson Digital 
Arts Community, so it's a good option for 
locals who deal with digital media and 
wish to work in a creative setting. In total, 
Spoke 6 offers around 2,600 square feet 
of office space. 




OPTIMISM FOR FREELANCER OUTLOOK 

Elance, a website designed to help freelancers find jobs, indicates that more than 
67% of freelancers expect their income to increase in 2013. Much of the positive 
outlook comes from the big gains freelancers made in 2012. Over 3000 Elance 
users were surveyed, and 57% indicated that they'd seen an income increase in 
2012. About 1 9% of respondents said that their income had more than doubled 
over the past year. About 48% of Elance users said that they freelance full-time or 
"as much as I can/' and noted that freelancing was their sole source of income. 



FIND TALENT FIND WORK enterprise solutions 




Instant Access to Great Talent™ 

Over 2,000,000 rated & tested professionals to choose from 



James Anderson 



■ Get candidates right away 
i Approve work before payment 
' Staff up and down as needed 




Most Popular Skills 



£ Programmers 

^ Designers 

f^f Writers 

jft Admins 



Marketers 
■P Consultants 
- Accountants 
2 Mobile Developers 



SMALL BUSINESS BORROWING 



The Thomson Reuters/Pay Net Small Business Lending Index reported that borrowing for small 
businesses was up 1 1% from October 201 1 to October 2012. Additionally, overall volume of 
financing to small businesses rose from 96.4 in September 2012 to 107.5 in October 201 2 (100 
is the average reference point). The fact that financial stress among small businesses was near a 
record low level was another positive sign. For example, accounts behind by 30 days or less fell 
to a mere 1 .2%, while overdue accounts of 1 80 days or more fell to 0.29%. RayNet indicates that 
the index typically correlates with economic growth produced one or two quarters in the future. 



• Small business borrowing went up in 201 2. 
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NEW SMALL BUSINESS DEVELOPMENT CENTER 

There's now a Center For Entrepreneurship and Growth at California Lutheran University. The Center provides mentorship, 
guidance, and resources for people looking to start their own businesses, as well as those who wish to grow an existing 
business. The Center is sponsored by The Small Business Development Center at the College of the Canyons, California 
Lutheran University, Homeier & Law, P.C., and the Maverick Angels. By bringing together the expertise and resources of the 
four organizations, attendees will receive knowledgeable training and consulting. The combination also encourages col- 
laboration and resource sharing among local entrepreneurs. 



• SMALL BUSINESS EVENTS 

Small Business Events give you a chance 
to learn critical management skills and 
network with professionals in related fields, 
Don 'i miss these upcoming opportunities, 
If you would like to see your event here, 
email editor@smartcomputing,com with 
the subject line: Small Business Event, 



THE 7 HABITS OF HIGHLY EFFECTIVE PEOPLE 

This book is celebrating its 
15th year in publication 
with a special anniver- 
sary edition, and author 
Stephen R. Covey offers a 
new foreword and after- 
word to answer some of 
the most common ques- 
tions he's received since 
the book's introduction. 
The 7 Habits Of Highly 
Effective People outlines 
the proven principles of 
fairness, integrity, hon- 
esty, and human dignity to 
reveal a reliable approach 
for addressing personal 
and professional issues. 



OVER 15 MILLION SOLD 
I j 


THE 

K 
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• There's a special 15th anni- 
versary edition of The 7 Habits 
Of Highly Effective People. 




With a New 
Foreword and < 



Powerful Lessons Afterword 

• t% i /ii by the Author. 

in Personal Change 



"A wonderful book that could change your life." 

'Ibm HettiT*;, bcstseflilig author (if In Search of ExcettetiCe 

Stephen R. Covey 



2013 WBENC Summit 

Baltimore, Md. | March 13-14, 2013 
http://www.wbenc.org/ 

Business Expo & Small 
Business Conference 

Madison, Wis. | April 23, 2013 
http://greatermadisonchamber.com 

America's Small Business Summit 2013 

Washington, D.C. | April 29-May 1, 2013 
http://www.uschambersummit.com/ 
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Small Business Resources 



The Web has a trove of resources for SOHOs (small and home 
offices) and small businesses — if you know where to look. Find an 
association that can help you meet your goals; get information from the 
government about loans, grants, and taxes; and stay up-to-date with the 
best small business newsletters and blogs. If you have a pressing 
question, pose it on a forum to see what your peers have to say. 



SCORE 

www.score.org 
(800) 634-0245 
(703) 487-3612 
1 1 75 Herndon Pkwy 
STE 900 

Herndon, VA 201 70 



BLOG 




Associations & 
Support 

Better Business Bureau 

www.bbb.org 

(703)276-0100 

4200 Wilson Blvd. 

STE 800 

Arlington, VA 

22203-1838 

Main Street Alliance (MSA) 

mainstreetalliance.org 
info@mainstreetal Nance 
.org 

(603) 831-1835 
351 8 S. Edmunds St. 
Seattle, WA 981 18 

National Federation of 
Independent Businesses 
(NFIB) 

www.nfib.com 
(800) 634-2669 
(615) 872-5800 
53 Century Blvd. 
STE 250 

Nashville, TN 37214 

National Small Business 
Association (NSBA) 

nsba.biz 

(202) 293-8830 

1156 15th St., STE 1100 

Washington, DC 20005 



Small Business 
Development Centers 
Network (SBDCNET) 

www.sbdcnet.org 
(800) 689-1912 
501 W. Durango Blvd. 
San Antonio, TX 78207 




Blogs 



Signal vs. Noise 

37signals.co m/s vn/posts 

Small Business Search 
Marketing 

www.smal Ibusinesssem 
.com 

Small Biz Bee 

smallbizbee.com 

Small Business Trends 

smallbiztrends.com 

The Small Business Blog 

www.sme-blog.com 




The Entrepreneurial 
Mind 

www.drjeffcornwal I .com 




Forums 



Small Business 
Administration 
Community 

www.sba.gov 
/community 

The Small Business 
Community Forums 

www.smal I business 
forums.org 

Small Business 
Ideas Forum 

www.smal Ibusinessbrief 
.com/forum 

The Young Entrepreneur 

www.youngentrepreneur 
.com/forum 




Government 

Grants.gov 

House Committee On 
Small Business 

smallbusiness.house.gov 

Small Business and 
Self-Employed Tax Center 

www. i rs . go v/b u s i n esses 
/small 

Small Business 
Administration (SBA) 

sba.gov 

U.S. Copyright Office 

copyright.gov 

U.S. Department of Labor 

dol.gov 

U.S. Senate Committee 
on Small Business & 
Entrepreneurship 

sbc.senate.gov 
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Small Business 

Development Centers 

Assistance For Entrepreneurs 



Haven't the foggiest idea how to 
harness your entrepreneur- 
ial spirit, pull yourself any- 
where using bootstraps, or think in 
or out of a box? Starting and run- 
ning your own business is tough, but 
fortunately for prospective and cur- 
rent small business owners, SBDCs 
(Small Business Development Cen- 
ters; asbdous.org ) dispense with the 
cliches and offer training, counseling, 
and other assistance to help you craft 
your vision into a real-world success. 

Run A Small Business 

Pooling resources from federal, state, 
and local governments, as well as the 
private sector and the educational 
community, The Association of Small 
Business Development Centers is truly 
a joint venture with a vested interest in 
fostering small business growth. For an 
overview of what the SB DC can offer 
you and your small business, visit bit.ly 
/dKYe2a . The SBA (Small Business Ad- 
ministration; www.sba.gov ) is partnered 
with SBDCs. 

Help On Your Turf 

You may be surprised to learn that 
there's probably an SBDC branch 
nearby; there are locations in all 50 
states, in the District of Columbia, 
Puerto Rico, and even in the U.S. ter- 
ritories. There are 63 nationwide Lead 
Small Business Development Centers 
coordinating program services for ev- 
ery sub-center and satellite location 
in each state. Centers are made up of 
directors, full-time staff members, and 
various part-time staff and volunteers. 

The best way to contact your near- 
est SBDC is to visit the Association of 



Small Business De- 
velopment Centers' 
Web site (asbdous. 
org ), input your ZIP 
code into the Find Your 
Nearest Small Business De- 
velopment Center text box, and then 
click Go. The results page will high- 
light Lead Centers but rank centers in 
order of those closest to your location. 
Often, SBDCs partner with universities 
and colleges, and tend to be found on 
campuses across the country. On the 
search results page, you'll also find 
a link to the local office's Web page, 

Frequent Question 

If you're like many other 
people starting a small business, 
funding is at the top of your 
mind. A common question that 
entrepreneurs have for SBDCs is: 
"Am I eligible for grant money?" 

The answer depends on the 
nature of your business. Grants, 
gov (www.grants.gov) will give you 
a clear picture of your options 
before your visit to a Small 
Business Development Center. 

email address, phone number, a fax 
number if available, and address. 

The Closest Thing 
To A Free Lunch 

The services offered may vary by 
location, but all SBDCs offer many 
services free of charge. Some typi- 
cal services you canexpect from 
your nearest SBDC include help with 
financial, marketing, production, or- 




ganization, engineering, and techni- 
cal problems and access to feasibility 
studies that can flesh out a fledgling 
business plan. Some SBDCs also of- 
fer affordable training seminars to 
help with various aspects of running 
a business. You can also rest assured 
that your business with the SBDC 
will remain confidential. 

Women's Business Centers 

The SBA offers WBCs (Women's 
Business Centers), which directly 
serve female entrepreneurs through 
nearly 100 educational centers na- 
tionwide. This organization strives 
to assist women in overcoming the 
hurdles they face in today's business 
environment by offering business 
management training and technical 
assistance to all women, with a special 
emphasis on economically or socially 
disadvantaged women. The services 
and training programs are also com- 
monly offered in multiple languages 
to enable those who speak English as 
a second language or are still learn- 
ing English. To find your nearest WBC, 
visit bit.lv/hs3st2 . 

Small Business, Big Payoff 

Small business owners know that 
achieving success is about taking risks, 
innovating, and making tough deci- 
sions day in and day out. Thanks to 
the services offered at the SBA, SBDCs, 
and WBCs, you're not on your own. 
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Canon 

High Resolution & 
Wireless Versatility 

lt # s A Beautiful Thing 

For exceptional photo printing that's intuitive and easy, Canon brings you the PIXMA MG6320 and PIXMA 
MG5420 Wireless Photo All-ln-One Printers. These remarkable all-in-one products print, copy, and scan, delivering 
rich color, crisp resolution, and convenient wireless versatility. 



Wireless Versatility 

Enjoy the convenience of wire- 
less connectivity. Both the PIXMA 
MG6320 and the PIXMA MG5420 
are enabled with Apple AirPrint, 
Google Cloud Print, PIXMA Cloud 
Link, and the Easy-PhotoPrint mo- 
bile app for iOS, Android, and 
Windows RT, so you can print ef- 
fortlessly from your computer or 
compatible mobile device. Both 
printers also support Wireless 
PictBridge (DPS over IP), so you 
can print from your compatible 
Canon wireless camera right to 
the printer. 

My Image Garden 

A unique software suite from 
Canon, My Image Garden makes 
managing your images easy and 
fun. With Facial Recognition, Fun 
Filters, Calendar Organization, 
Automatic Layout Suggestions, 
and so much more, My Image 
Garden will help you organize, 
recognize, and personalize your 
photos. 

Grayscale Mastery 

The PIXMA MG6320 , s ink sys- 
tem features six colors, including 
gray ink, delivering striking con- 
trast and beautiful color vibrancy, 
and helping you achieve truly pro- 
fessional-looking black and white 
photo prints. 



Canon's 
MG6320 & MG5420 
All-ln-One Printers 


MG6320 


MG5420 


Also Available in White 




9600x2400 dpi 


/ 




LCD 


3.5" Touch LCD 


3.0" LCD 


AirPrint 


/ 


/ 


Wireless Printing 


/ 


✓ 


Mobile Device Printing 


/ 


✓ 


Gray Ink 


/ 




Print Speed (Black) 


15.0 ipm Black 


15.0 ipm Black 


Print Speed (Color) 


10.0 ipm Color 


10.0 ipm Color 


Photo Speed 


21 sec.for4"x6" 


21 sec. for 4"x6" 


Ethernet 


/ 




Memory Card Reader 


/ 


/ 



Intuitive Touchscreen 

The PIXMA MG6320 features an 
Intelligent Touch System with a 3.5- 
inch touchscreen. The touchscreen 
capability lets you navigate through 



the option menus with a simple swipe 
of your finger. Plus, selectively illumi- 
nated touch-sensitive buttons around 
the LCD give you only the buttons you 
need, only when you need them. 
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Quality. From Start to Finish. 



PIXMA MG5420 

Wireless Inkjet Photo All-ln-One 




PIXMA MG6320 

Wireless Inkjet Photo All-ln-One 

(Available in Black and White) 





PIXMA 

Quality. Promised 



Canon 



Ultrabook™ Goes 
Convertible 



Notebook Power, Touchscreen Interface, Convertible Convenience 

Mobile computing is finally getting to the point where we can actually get work done while on the road, 
riding the subway, or in a coffee shop, and Intel® is largely responsible for the performance boost that 
transformed the notebook from clunky and slow into sleek and smart. 



The latest Intel® innovation to 
make its mark on mobile com- 
puting is the Ultrabook™. The 
latest Ultrabook™ convertibles must 
be seen and touched to be believed. 

Mobility ReDefined 

You've no doubt heard about the 
Ultrabook™, the Intel® inspired 
take on next generation mobility 
devices: they cost around $1,000, 
offer between five to seven hours 
or more of battery life, and boast a 
chassis less than an inch thick, all 
with lightning-quick application 
launch, boot-up, and wake times. 
They also host Intel® 3rd gen Core 
Processors that are loaded with 
smart technologies to help you get 
the most out of your media, content 
creation, and business applications, 
and more. Models that feature Core 
i5 and \7 processors also feature 
Turbo Boost Technology 2.0, which 
delivers a performance boost when 
you need it most. 

Not Your Father's Convertible 

But the latest innovation to hit the 
Ultrabook™ is touch: Some units 
feature touchscreens that let you 
navigate the Web, work with your 
applications, and enjoy your media 
with simple touch, swipe, pinch, 
and flick gestures. lntel®-powered 
Ultrabook™ convertibles running 
Windows 8 just work with all of your 
existing PC applications and periph- 




erals. Get the best experience with 
the compatibility, performance, and 
flexibility to do everything you want. 

These systems combine all you 
love about notebooks with the best 
aspects of tablets. The Lenovo Think- 
Pad Twist, for instance, lets you swiv- 
el the screen to various positions to 



use it as a tablet, media presenter, or 
traditional notebook. 

When you combine an Intel- 
based Ultrabook™, Windows 8, and 
touch-enabled screens, you're in for 
a whole new experience, one that 
ensures that you're getting the best 
of what's next. 
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Selecting Your Next Computer 
From Tablet To Ultra book™ 

Choose The On-The-Go Solution That's Right For You 

Confused about what computer is best for you? This chart breaks down the functional differences among tablet, laptop, 
and Ultrabook™ options. As you can see, an Ultrabook™ provides you with the best of all possible worlds, as you'll 
enjoy best features of a laptop combined with the sleek design and portability of a tablet. Of course, you might want 
the PC for only a few specific uses, so check our chart to find out what's best for you. 



Who re Are 
Your Needs? 


Tablet 


Laptop 


Ultrabook™ 

L j 


Portability 


Less than an inch thick 






/ 




All-day battery life 


/ 




/ 




Convertible styles 


Detachable and 
wireless keyboard 


Detachable, flip, 
slider, and swivel 


Detachable, flip, 
slider, and swivel 


Office Productivity 


Email, video chat, and 
instant messaging 


/ 


/ 


/ 




Full size screen & keyboard 




/ 


/ 




Efficiently create, edit, 
and multitask 




/ 


/ 


Entertainment 


Watch, play, and listen to multi- 
media 


/ 


/ 


/ 




Smooth HD video playback 




/ 


/ 




Wireless streaming 


/ 


/ 


/ 


Powerful Extras 


Wakes up in a flash 


/ 




/ 




Speed boost when you need it 




With an Intel Core 
i5 or \7 processor 


/ 




Built-in security to keep files and 
identity safe 






/ 
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Intel-Based Tablets 

Experience The Full Power Of Windows 8 

There are two editions of Windows 8 for tablets: Windows 8 and Windows RT. Tablets with lntel®-based processors run 
the full version of Windows 8 and can handle almost any popular application, as well as connect with your current peripherals. 




Tablets without Intel-based pro- 
cessors may only run Windows 
RT, limiting your ability to use 
existing software and peripherals. 
The combination of Win8 and Intel® 
will result in the best performance. 

Flexibility 

lntel®'s Atom™ processors are 
capable of supporting multitasking 
with true productivity apps, such as 
word processing and spreadsheet 
programs, so you'll actually be able 
to use the tablet with your produc- 
tivity programs. With the Atom™, 
you'll also enjoy all-day opera- 
tion, thanks to the outstanding bat- 
tery life, as well as razor-thin, light 
tablet design — due largely to the 
Atom™ processor's excellent ther- 
mal conductivity. 

Connectivity 

Tablets allow you to be always 
in touch, and lntel®-based tablets 
can fetch social media updates and 
email while the device is in standby, 
so you'll never have to wait for new 
messages. You'll also have access to 
many of the cloud-based applica- 



tions that you use to remotely access 
your personal files. 

Productivity 

Intel® Atom™ processor-based 
tablets can handle most daily tasks, 



such as email communications, doc- 
ument creation, and video confer- 
encing. You'll also enjoy easy access 
to network resources, collaboration 
applications, and other programs 
necessary for getting things done. 



( intei) atornw! 



Windows* 8 



Windows* RT 



Compatible with apps from the Windows Store 



Compatible with cameras, printers, and other devices 



Limited 



Compatible with Windows 7 applications and programs 
outside of the Windows Store 



i 
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xerox %) 



A Scanner That's As 
Mobile As You Are 

The Xerox Mobile Scanner - Quality Scans Wherever You Go 

You no longer need a PC to send an email or browse the Web— with today's technologies 
you can do that wherever you are using a smartphone or tablet. 



And now, thanks to Xerox, you 
can also scan documents and 
images wirelessly, from any- 
where. The Xerox Mobile Scanner is 
a fully-functional scanner that goes 
with you and delivers professional- 
looking results every time. 

Shames Smartphone Scans 

Using an app on your smartphone 
or tablet to take a photo of a docu- 
ment in lieu of scanning it often re- 
sults in poor-quality documents, un- 
wieldy image files, and scans that 
look almost nothing like the original. 
Sure, it'll do in a pinch, but when 
you need professional-quality re- 
sults, the Xerox Mobile Scanner is a 
much better alternative, one that can 
scan in color or black and white, is 
compact enough to take with you, is 
simple enough for anyone to use, and 
is completely wireless, so you don't 
need a PC or notebook to create or 
access the scanned documents. 

Easy & Powerful 

Technology is only convenient 
when it's easy to use, and ease of use 
is a hallmark of the Xerox Mobile 
Scanner. With just the push of a but- 
ton, the unit lets you select one of 
three scanning profiles: color docu- 
ments, black and white documents 
(in PDF format), and photos (in JPEG 
format). To scan, just slip the page 
into the scanner and it automatically 
pulls the page through. In conjunc- 




tion with the mobile app, you can 
use the scanner to archive docu- 
ments, upload them to the cloud, or 
share them via email. 

Wireless Wonder 

The Xerox Mobile Scanner comes 
with a 4GB Eye-Fi Wireless SD card, 
which acts as both the unit's internal 



document storage and the wireless 
transmitter that you can configure to 
automatically send the scans to the 
cloud or to your choice of a Mac, PC, 
Android-based smartphone or tablet, 
iPhone, or iPad. The Xerox Wireless 
Scanner also features a rechargeable 
battery and a carrying case, so it's 
truly as mobile as you are. 
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Shredding Convenience 

New Staples® Cross-Cut Shredders 

Shredding is an important but sometimes frustrating task. The cost of identity theft is massive, compared 
to the cost of a reliable shredder, but sometimes paper jams, spilled shreds, or even a broken shredder 
discourage us from performing this crucial task. The result? Increased risk of identity theft. 




ust in time for tax season, Sta- 
ples is here to help with new 
and improved Staples 10-Sheet 
(SKU 940511) and 15-Sheet Cross- 
Cut Shredders (SKU 940512). 

Staples has introduced a second 
generation of both shredders during 
January 2013. Both have a similar 
design and features, with the major 
difference being the units' overall 
capacity. As is common with Staples 
shredders, one version (10-Sheet) is 
designed for personal use in the home 
or office, while the second (1 5-Sheet) 
is geared toward higher demands in a 
business or shared setting. 

These two shredders offer func- 
tional improvements, along with 
the same high quality and reliabil- 
ity of the previous shredders. Both 
now feature a Pull-Out Bin with 
built-in Bag Management. The Pull- 
Out Bin with a window slides easily 
in and out of the shredder. This is an 
improvement over a Lift-Off design, 
which required the heavy shredder 
blades and motor to be lifted off of 
the shredder basket and placed to 
the side or on the floor while the 
basket is emptied. This unique Bag 
Management design allows a shred- 
der bag— or even many trash bags— 
to be securely attached to the bin. 
Both of these features combine to 
provide an easy, clean, and quick 
way to dispose of shreds while al- 
leviating the raining of shreds on 
your floor. 

Another unique feature is the 
Lockout Key available on the Sta- 
ples 10-Sheet Shredder. This red 



key inserts into the top of the shred- 
der and controls power. When the 
shredder is not being used, the key 
should be removed and stored sep- 
arately, perhaps in a nearby draw- 
er. Without the key, the shredder 
is non-functional. This provides a 
safer environment, especially in the 



home, where curious small chil- 
dren may be present. 

The Staples 10-Sheet Cross-Cut 
Shredder is available for $99.99 
and the Staples 1 5-Sheet Cross-Cut 
Shredder is available for $159.99 at 
Staples Stores and at Staples. Com. 
Both feature a 1 -year warranty. 
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Microsoft 

tia>_ SkyDrive. 

Microsoft SkyDrive 

Online File Storage & Access Evolved 

There are several cloud-based storage options available these days. Some focus on letting you sync your files across multiple 
devices, others focus on simple file sharing, and still others aim to simplify collaboration on documents and projects. 



/Sk SkyDrive I 



Search SkyDrive P FileS Andrew P Leibman's SIcyDriv 

Files 

Recent docs 
Shared 

1 

Groups 
-PCs 



Name T 

Animal Crossing 
! Bassnectar 

□ m bt 

Documents 
D Dubstep Anthems 

□ M Halo 4 Soundtra 



Date modified 
7/26/2012 
7/5/2012 
7/10/2012 
6/7/2011 
3/2012 



Send email 
Post to B 
Get a lipid 
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View only 

Anyone with this link can see the files you share. 
Create 

View and edit 

Anyone with this link can see and edit the files you share. 



Public 

Anyone can search for and view your public files, even if you don't share a link. 
Make public 



216 MB 

132 MB 

133 MB 
25.0 KB 
418 MB 



Help me choose how to share 



But Microsoft SkyDrive does all 
of the above and offers a hand- 
ful of unique features you just 
can't get anywhere else. 

Cloud Out-Of-The-Box 

Once installed on a PC and tied to 
your Microsoft Account, SkyDrive ap- 
pears as a shortcut on your Desktop, 
an icon in your notification area, and 
a folder in Windows Explorer. You 
can also get SkyDrive for your mobile 
device. To use SkyDrive, just treat it 
like any other folder: Drag-and-drop, 
copy and paste, and create files and 
folders as necessary. The basic service 
provides you with 7GB of free stor- 
age space; 20GB, 50GB, and 100GB 
storage plans are available for a low 
annual fee. 

File Sharing 

To share access to anything in 
your SkyDrive folder, just right-click 
the file or folder, click SkyDrive, and 
then click Share. From here, you can 
send an email, post it to Facebook, 
or generate a link that lets others 
view or (if you allow it) edit the files. 
You can also make the document 
open to the public to let anyone 
search for and access the file. 

Remote Access 

When installing SkyDrive, a Fetch 
Files On This PC option is enabled 
by default. This feature displays a 
list of the PCs on which you have 
SkyDrive installed. After inputting a 
security code, you can access even 
files you haven't yet added to your 
SkyDrive folder. 



There are several ways to share on SkyDrive. 



Sky-High Security 

When it comes to security, Sky- 
Drive has you covered. It uses Secure 
Sockets Layer encryption to protect 
your files, and because multiple cop- 
ies of your data exist in several loca- 
tions, you can be sure that your files 
are safe from hardware failure. 



Your Kind Of Cloud 

Whether you stick with the free 
service or opt to pay for more ca- 
pacity, SkyDrive is cloud storage 
optimized for anyone who uses 
multiple PCs, a laptop, smart- 
phone, and tablet to get business 
done. 



Microsoft Office In The Cloud Office 

Subscribers to Office 365, Microsoft's Web-based Office (launching at the 
end of January 2013), will get the most out of the service with SkyDrive. 
Benefits include 20GB of extra storage, secure storage of Office documents, 
and the ability to edit, share, or download the documents. With SkyDrive 
and Office 365, all of your documents are available anywhere, anytime. 

v J 
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Works alone or with QuickBookg®, Peachtree, Quicken® and more 

f 




Ultra-Secure Finance and Check Creation Software 



Create and Print 
Verified Checks! 
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gf Manage finances 



Create and print custom 
business and personal checks 



j-V New! gPay Terminal™ 

I — ' Accept gCard debit payments from 
anywhere and save thousands in 
merchant fees! 
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gPay Terminal 1 " (PC/Mobiie) 

Save over 90% on payment processing with 
VersaCheck's new gPay Terminal™! No transaction fees. 

Go to gValidate.com and sign up for yourgCard today - it only takes minutes and it's FREE! 



1 . Scan gCard & Get paid 



2. Print check 



3. Deposit check 











g Card 
1234 5bl8 * 











Capture and process customer gCard 
payments with your PC or mobile device. 




Use any MICR-enabled inkjet or laser printer 
to print customer authorized & secure gCard 
check payments made out to you, 



Deposit payments into your account! 



*Visit www.VersaCheck.com/sc5 tor details or can 303-532-4738 
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Covers up to 5 Devices 



www, norton.com 



Norton One 



Protect Your Stuff with One 




Protect multiple 
computers and 
mobile devices 
with Norton™ 



security software 



Welcome to Norton One, a new membership that makes protecting multiple computers and devices easier than ever. 
Secure any combination of five Macs, PCs, iPhones, iPads, and Android™ devices with your favorite Norton security 
software. And add an extra layer of protection with new anti-theft capabilities. If you need help with set up, dedicated 
experts are always available in two minutes or less (estimated). 

• Protect multiple devices and computers 

With a single membership, you can secure up to five PCs, Macs, iPhones, iPads, and Android devices — in any 
combination you like. You can easily add new devices, remove old ones, and transfer coverage all from a single Norton 
One dashboard. 

• Stay safe with Norton security software 

Norton One gives you access to the most current versions of our best security software, including Norton™ Internet 
Security for Macs, Norton 360™ for PCs, Norton™ Anti-Theft, and Norton™ Mobile Security. 

• Protect yourself against loss and theft 

Stolen computers and devices can expose valuable files and data. Norton Anti-Theft, which comes standard with your 
membership, can help you locate stolen devices, render them inoperable, and delete the data they contain. 

• Store your most important files online 

Automatically back up important files to 25 GB of secure, online storage available through Norton 360, which comes 
standard with your membership. 

• Get fast, dedicated, support 

Always reach dedicated Norton One experts 24x7x365 via chat or phone in an estimated two-minutes or less. For extra 
convenience, you can even leave a callback number. Additionally, think you have a virus? Norton One experts can 
examine your Mac or PC remotely and remove anything they find. 
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Data Storage 

Prices Drop, 

Capacities Skyrocket 

When we think about the parts of a PC that are most responsible for the current state of modern 
computing, we tend to think of either the processor that lies at the heart of every bit of data the 
system outputs or the networking that brings us access to the Web. But in truth, storage is the core 
enabling technology. Neither the enormously intricate processor nor the continually expanding 
Internet could exist without a method for storing data, whether through internal cache or innumer- 
able servers stuffed with billions of HDDs (hard disk drives) and SSDs (solid state drives). 
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bxDandina 



Options 

Local & Cloud-based 



In this article, well shed some light on the role storage 
plays in the larger scheme of modern computing, 
introduce you to storage devices in various forms, 
and touch on the pros and cons of each. 



Computer Storage Origins 



Today, it's possible to build a totally functional and 
completely solid-state PC. But to get to here, we started 
with computers that were almost completely mechanical, 
and those early computers stored data as holes punched 
into strips of paper. Between 1920 and 1950, the punch 
cards used in IBM's tabulating machines and computers 
represented the primary data storage technology. With 
each 80-column punch card storing about 70 bytes of in- 
formation, it would take over ten million punch cards to 
store the same amount of data as a single CD-ROM. 

In the 1 950s, magnetic tape began its run as a storage 
medium for computers. The earliest magnetic tape was 
made of nickel-plated copper, but IBM was the com- 
pany that brought ferromagnetic-coated plastic tape to 
prominence, and tape-based storage is still in use today 
because it remains an affordable and reliable option for 
long-term storage. Magnetic drums formed the basis 
of modern hard disk drives; they spun at speeds up to 
12,500rpm, but instead of using a single head capable 
of seeking the data requested (like modern hard drives), 
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Punch cards didn't hold a lot of data, but they were very inexpen- 
sive, simple, and (more or less) permanent. 



the magnetic drum used multiple stationary heads that 
read data as it came around on the rotating cylinder. 

Magnetic core memory also emerged in the 1 950s. 
It brought to mass storage the ability to retrieve data 
randomly; until then, magnetic drum, tape, and punch 
cards could only access memory sequentially. By the 
1 960s, magnetic core memory was cheap enough to 
manufacture that it could go mainstream. In 1956, 
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IBM again revolutionized the world of storage by 
releasing the first hard drive; larger than a cooktop 
stove, it was capable of storing just 5MB of data— 
roughly what it takes to store a single MP3 music file. 

IBM also made several innovations in the mid-50s 
that would eventually lead to the development of the 
SSD. Instead of using magnetism, like tape-, drum-, 
and hard drive-based storage devices, SSDs use solid 
state integrated circuits to store data persistently. 

Storage, Storage Everywhere 

Today, we use storage for more than just the installed 
software and files on our PCs, notebooks, and devices. 
We also use portable hard drives and SSDs to move 
large files between computers and devices. These fea- 
ture enclosures and external power connections, and 
most commonly interface with your devices via USB 
(Universal Serial Bus) or eSATA (external serial advanced 
technology attachment) ports. Flash drives consist of 
compact flash memory chips (similar to those used in 
SSDs) connected to a USB port. Current optical media 
used for storage include CD, DVD, and Blu-ray Disc. 
Smaller electronics use flash memory in various shapes 
and sizes, including SD, microSD, miniSD, Compact- 
Flash, XD Card, and Memory Stick, to name a few. 

Storage is particularly suited to the SAAS (Software As A 
Service) business model, allowing organizations to utilize 
the cloud to pay only for the software services they need. 
This storage market has seen impressive growth over the 
past several years. Additionally, various cloud-based con- 
sumer services currently let us store documents, photos, 
videos, and audio files on remote servers. With these ser- 
vices, we can readily access anything weVe uploaded 
from a Web-connected smartphone, tablet, or PC. 

Capacities Climb As Prices Plunge 

As we've noted, many different storage technolo- 
gies have risen to prominence since the dawn of com- 
puting. The successful industry-wide adoption of each 
one depends not only on the storage technology's ca- 
pacity and speed capabilities, but also on price. And 
prices have changed dramatically. 





A modern HDD uses an actuating arm and one or 
more spinning platters to read and write data. 




This SSD from Intel uses a PCI-Express port for its interface. 



In 2000, HDDs were selling for between $7 and $8 
per gigabyte. Thus, a 60GB drive cost roughly $450 at 
the time. Three short years later, speeds and capacities 
had improved and prices had plummeted; you could get 
a hard drive for $2 per gigabyte; a year later, in 2004, 
pricing finally dropped below $1 per gigabyte. Current- 
ly you can find a 1 TB (1 ,000 gigabyte) HDD for approxi- 
mately $100, which works out to about a dime per gi- 
gabyte. SSDs appear to be following a similar trajectory. 
In 2008, you could buy a 32GB SSD for about $240, or 
about $7.50 per gigabyte. Today, SSDs are faster than 
ever, and they can be had for less than $1 per gigabyte. 

Storage Option Pros & Cons 

There are three types of storage that we can use for 
our files: HDDs, SSDs, and cloud-based storage. In 



Cloud storage facilities that host your data house 
banks of servers filled with HDDs and SSDs. 
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This SSD plugs into a mini-PCI-E slot. 



This SSD from Intel has the standard 2.5-inch form factor. 



some cases, we have the option of foregoing one type 
in favor of another when looking for more capacity, 
faster load times, or dynamically shifting capacities. 
Read on to determine which applications are best 
suited to which storage types. 

HDDs. The hard disk drive has been the go-to PC 
storage medium for a long time, but the SSD has been 
threatening its dominance for the past few years. One 
of the biggest things HDDs have going for them is 
capacity: You can get HDDs in capacities up to 3TB, 
and most modern PCs let you create a RAID (redun- 
dant array of independent disks) to increase capacity 
of a single volume, increase the read/write speeds, or 
make the storage volume more reliable. HDDs also 
have a very low cost per gigabyte. On the downside, 
HDDs rely on moving parts that suffer from physical 
wear and tear, and HDDs generally consume more 
power than SSDs. The read/write speeds of HDDs are 
also significantly slower than those of SSDs. 

SSDs. The SSD may be the new kid on the block, but 
there are a number of things going for it that make it a 
viable storage option. WeVe already discussed the SSD's 
extremely fast read/write speeds: Using an SSD for your 
PC or notebook's operating system can dramatically 
increase your system's bootup speed. Applications that 
require heavy nonvolatile storage access, such as those 
that involve working with large images or editing video 
files, can also benefit from a fast SSD. The solid-state 
nature of the drives also makes them shock-resistant. 
And, as with HDDs, multiple SSDs can easily be config- 
ured in a RAID array for more capacity, faster read/write 
speeds, and redundant data security. However, despite 
the advantages, there are a few reasons you might opt 
for cloud-based storage or HDDs over an SSD, including 




the relatively high price per gigabyte, lower capacities, 
and the 2.5-inch form factor, which normally requires a 
drive bay adapter if an SSD is to be used in an older PC. 

The cloud. Cloud-based storage is our newest stor- 
age option, and one that doesn't require us to purchase 
storage hardware. (This is a bit ironic, given that the 
remote servers that back these storage-on-demand op- 
tions themselves consist of banks of machines loaded 
with HDDs and SSDs.) For consumers, cloud storage 
is great for any bit of data to which you require access 
from any device; just upload the file once, and you 
can download it using any device that has a Web con- 
nection. For businesses, cloud storage is a great way to 
outsource archiving to meet mandated data retention 
policies without having to spend money on additional 
maintenance, power, or infrastructure. An organization's 
storage capacity needs may grow or shrink over time, 
and cloud storage providers all offer multiple tiers to sat- 
isfy those dynamic capacity needs as they change. The 
caveats? Some applications may need instant access to 
data, and the data may not be available that quickly — or 
at all. Cloud storage data rates are heavily dependent on 
network connection speeds. Cloud storage vendors' se- 
curity and uptime policies can vary widely, so be sure to 
read the fine print. If you or your organization frequently 
needs fast access to very large files, a combination of 
SSDs and HDDs may better suit those needs. 

Your Ideal Storage 

Given our varied and ever-evolving storage needs, it's 
unlikely that any one of these options will replace an- 
other in the near term. Armed with some background on 
the strengths and weaknesses of each type, you should 
have no problem making sound storage decisions. 
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Online File 



Management 



Storage vs. Backup 




Many business and home office users now take advantage 
of online services, also known as cloud services, to store 
critical files. Online services provide you with remote access 
and many offer the security of an offsite backup. 




When examining your cloud storage options, there 
are generally two types: online backup services and 
online storage services. We'll explain the differences 
to help you choose which type is best for you, keep- 
ing in mind that many use a combination of the two. 

Online Storage 

Web storage services are designed for you to 
upload essential files, such as documents, images, 
and music, that you want to access remotely. All 
you'll need to do is create an account and upload 
your critical files. Then, you'll be able to log in from 
any PC with Internet access and download the files 
you've shared. The online storage service isn't tied 
to any one PC, so you can use it to sync files, such 
as a document on which you're collaborating with 
a co-worker, among multiple computers. Online 
storage services often provide you with the ability 
to share a single file or public folder, so you can 
both access and edit the file. Thus, you'll be able to 
collaborate and share files without needing to send 



i Microsoft SkyD rive 
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Sync only what you want 

If you don't want to download everything on your SkyDrive to this PC, you can 
choose to sync only some folders. 

^E&L '-' All files and folders on my SkyDrive 

Everything but files shared with you will sync on this PC. 
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With an online storage service such as Microsoft's SkyDrive, 
you can move specific files and folders to the cloud. 
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Options 

Manage storage 

Upgrade 
Office file formats 
Office preview 
People tagging 



Manage storage 

25 GB total 



■ Your data {5.71 GB) 


Available space (19.2 GB) 


You have: 




Free 


25 GB 



Get more storage 



Redeem SkyDrive Code 
If you have subscription-related questions, please contact SkyDrive support. 



Using the app or desktop client, you 
can access SkyDrive from anywhere. 



If you run out of space on your free online storage 
account, you'll need to pay for more. 




the edited version back and forth through email or 
by handing off a USB flash drive. 

The primary difference between online storage 
and online backup is that with the former, there's 
no automated process for moving files to the cloud. 
Instead, you'll need to use the website's interface — 
or an application that you download to your de- 
vice — to upload selected files. This means that if 
you make changes to a document stored on your 
computer's hard drive, those changes won't be re- 
flected in the version in your online storage unless 
you manually upload the changed document from 
your hard drive to the cloud storage service. 

Online Backup 

With an online backup service, your files will 
be automatically backed up on a recurring basis, 
most likely every day or every week. Some backup 
services constantly work in the background so that 
changed files are updated whenever the computer 
is connected to the Internet. To keep from bogging 
your system down, many online backup services 
also only back up data that has been changed. An- 
other key feature of online backup services is the 
ability to restore your files if they are lost or if your 
PC crashes. For example, some online backup ser- 
vices retain copies of deleted files for up to 30 days 
or more, so you can recover files and folders that 
were accidentally deleted. 



Some online backup services are also capable of 
creating a complete backup of your PC's operating 
system and software, so that you can quickly recover 
from a crash or other disaster. To determine if your 
online backup service provider supports this feature, 
look for Mirror Image (or similarly named) backup 
support. Many online backup services provide remote 
access to the files and folders that you've stored in the 
cloud. Most online backup services also offer mobile 
apps, such as for iOS- and Android-based devices, so 
you can access backed-up files on-the-go. 



Cloud Storage Pricing 

If you need to store only a relatively small 
amount of data, say 2GB or less, you may 
be able to take advantage of an online stor- 
age service at no cost, because most cloud 
storage websites provide you with an initial 
amount of storage capacity for free. Once 
you've reached the capacity limit, you'll 
need to pay to upgrade to a higher capac- 
ity plan. Note that nearly all online backup 
services require a monthly fee, because 
you're likely to be backing up larger quanti- 
ties of data. 



How To 



Install An HDD 



A Do-It- Yourself Storage Upgrade 




Whether you're looking to replace a failed drive or 
upgrading to get more capacity and faster access times, 
installing a hard drive is simple. Just follow these steps to 
insert, secure, and power a new HDD in your desktop PC. 




Crack The Case 

First, seek out the instruction manual that came 
with your PC and look for the particulars of how to 
remove the side panels. Next, turn off the PC and un- 
plug it. For most desktop PC cases, you can remove 
the left side panel (when facing the front panel of the 
PC) to open it. Inside the case, the hard drive cage 
is typically located on the right side, near the front 



panel. Take steps to reduce any static charges: Con- 
sider using an anti-static wristband or mat. 

HDD Mounts 

Modern PC cases can have a variety of HDD mounts. 
There may be one or more stationary or removable cages 
that hold multiple bare 3.5-inch HDDs, or you may see 
removable rails or trays that screw or snap into place on 
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SSDs use the 
same SATA 
data and 
power cables 
as modern 
HDDs. 




Most motherboards label the 6Gbps SATA ports. 



Press the curved portion of the clip to disengage the 
connector from the SATA port. 




each HDD. If you already have an HDD installed, look at 
it closely to see how it was mounted; chances are you'll 
want to install the new drive very close to the existing 
drive and using the same method. 

If you're replacing the existing drive, start by discon- 
necting the power and data cables from the drive, mak- 
ing sure to press the metal locking tab (if one is present) 
on your SATA (Serial Advanced Technology Attachment) 
cable connector. Next, remove the screws or disengage 
the too I -free locking mechanism; you may need to re- 
move both side panels to access all the screws. If the drive 
uses rails or a tray, you may need to pinch the protruding 
tabs on either side of the HDD to move it. Slide the drive 
out of the HDD bay and install the new one in its place. 
If you're installing an additional drive, locate an empty 
HDD bay, slide the new drive into place, and then secure 
it using the screws. If your case uses trays or rails, install 
the new HDD into the tray or attach the rails and then 
slide the drive in until it snaps into place. 

Power & Data 

Connect the power cable required by the drive (most 
commonly a long L-shaped SATA power connector), fol- 
lowed by the SATA data cable, which looks like a short L- 
shaped connector. Your power supply (the box that feeds 
power to the rest of the system) should have several SATA 
power connectors available. If your HDD has two power 
connectors, only supply power to one of them. 




If you're replacing an existing drive, you can reat- 
tach the side panels, plug in the system and boot up. 
If you're adding a new drive, connect the SATA data 
cable to one of the fastest available SATA ports on 
your motherboard. Most new PCs provide you with 
both 6 gigabits per second (also known as SATA 3) 
and 3 gigabits per second (also known as SATA 2) 
SATA ports. To determine which ports operate at the 
fastest speed, look at the labels on the motherboard or 
consult your motherboard or system manual. 



Install An SSD 

The biggest difference between installing an 
HDD and an SSD is the mounting method. 
If you own a newer PC, then it will likely have 
dedicated mounts for 2.5-inch drives. If not, 
you'll need an adapter tray or an alternate way 
to secure the SSD. One way is to use a few strips 
of hook-and-loop fastener tape on a flat surface 
of the case, such as on the bottom panel, and on 
the bottom of the SSD itself. Because SSDs are 
solid-state and lightweight, vibration is not likely 
to be a problem. Then just connect power and 
data cables to complete the installation. 
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With database software, 
you can view a real-time 
inventory of items. 



Organizing all of your busi- 
ness information is a tough 
task, but database software 
designed to make information easy 
to catalogue, search, view, and ana- 
lyze can help. Most database pro- 
grams also provide features to cre- 
ate automated reports, so you can 
quickly find things such as past due 
accounts, clients in a specific region, 
or which customers have spent the 
most in the last six months. In short, 
database software simplifies your 
ability to archive client and product 
information and to locate and gain 
insights from that information. 

What's In A Database 

If you don't have a database pro- 
gram, it's likely that you use some 
type of spreadsheet application to 



keep track of information. You may 
even use a variety of spreadsheets, 
emails, documents, and other files 
for things like orders, products, and 
inventory. Spreadsheets are a fine 
way to track things in small quanti- 
ties. But diverse sources and large 
amounts of information can lead to 
redundant data, inconsistent label- 
ing, and missing info. A database is 
able to combine all of the different 
aspects of the archived content, so 
you can search for specific subsets 
of information, and you can do so 
by polling all of the different sources 
of information you've entered into it. 

Another key feature is that you'll 
be able to filter the data, so you'll 
be able to organize it to suit your 
purposes. For example, let's say 
that you run a repair shop. You'll 



likely have a way of tracking the 
stock of each part you have on 
hand, the purchase price, the sell- 
ing price, and the model numbers 
of the parts. With a database, you 
could automatically adjust the 
stock numbers each time a sale 
occurs, and it could remind you 
to order new parts when your in- 
ventory drops below a certain 
threshold. The database can also 
track the taxes on every sale, as 
well as the names and addresses of 
the customers who purchased the 
part. Based on this information, 
the software can create a monthly 
accounting statement, tax reports, 
and generate a list of customers 
who would be good targets for a 
mailing list — or it can create a sub- 
set of data to send to your account- 



If you don't have a database program, it's likely that you use 
some type of spreadsheet application to keep track of information. 
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A database can help to 
automate data collection 
and storage and make the 
information more useful. 



ing software so that it can create 
statements. (Not surprisingly, most 
business-level accounting software 
includes its own database applica- 
tion or knows how to talk to other 
such applications.) 

The information in a database 
can also be used for sales pur- 
poses. For instance, let's say that 
you've received a new part that 
would be an upgrade over an ex- 
isting popular seller. You could use 
the information in the database to 
have your salespeople make calls, 
email, or send a mailer to all of the 



clients who bought the old part 
within the last year. 

Schema 

This is a term that describes the 
way the data in your business is or- 
ganized. There are a variety of meth- 
ods, but the technique the database 
uses will define what tables, fields, 
and other collections you'll be able 
to use when connecting your data. 

Relational Databases 

Also known as tables or data 
sets, relational databases consist 
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Database software makes it easy to find specific information. 



of interrelated informa- 
tion stored in your lo- 
cal server or computer 
network in a similar 
structure. The various 
pieces of information 
can be categorized by 
a field name, or some- 
thing else that can be 
connected when some- 
one enters information 
into the database. For 
instance, let's say that 
a customer calls to 
place an order with your compa- 
ny. One employee may enter the 
customer's info into a "New Or- 
der" database, while the shipping 
coordinator would enter the same 
address and name into a "Shipped 
Out" database. Because the ad- 
dress and name fields would be 
the same — even though the data 
is stored in a different table — the 
database can analyze the data and 
provide you with one connected 
record, assuming you search for 
the customer's name. The abil- 
ity to take multiple data sets into 
account also allows 
for records to be com- 
pared and contrasted 
for report generation 
and error checks. 

Flat File 
Database 

A flat file is one with 
information that's not as- 
sociated with other fields 
or records, and all the in- 
formation you enter will 
be part of a single table. 
The primary advantage of 
a flat file derives from its 
simplicity: It works faster 
than a relational database, 
because there's less infor- 
mation to store. However, 
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Automated reports allow you to present specific details in a readable, useful format. 



Macros 

Most database applications give you the tools to create buttons 
that will perform a specific task, such as figuring out today's 
revenue. A macro (a collected, saved, and therefore repeatable 
series of actions, often represented by a script of some sort) is a 
good idea for reports and queries that you use on a regular basis, so 
you can just click the button to automate the process and save time. 
Below, you'll find some good uses for macros. 

• Load a form that you use for your most common data entry task 

• Set specific values or fields in a blank form, so you can save time 
when entering data 

• Print end-of-day (or -week or -month) records for analysis 

• Create a button that brings up your real-time inventory 



the flat file may provide you with dupli- 
cate or obsoleted data, because chang- 
ing the data in one file will not update 
the other tables. Thus, it's more difficult 
to reconcile problems and generate 
reports, because the database doesn't 
compare multiple sources of informa- 
tion. In effect, your spreadsheet list of 
customers is a flat file database: It's 
one (possibly quite large, and undeni- 
ably useful) table, but it cannot natively 
communicate with other tables, even if 
those tables shared common fields and 
obvious relationships. 

Reports 

One of the primary reasons you're 
collecting all of this data is so you 
can make use of it, which is where 
the reporting features of a database 
come in. For example, the data- 
base can create a report that shows 
where your customers are located 
across the country, so you'll be able 
to figure out the top markets — or 
perhaps point out markets that are 
currently being underserved. Other 
examples of popular report topics 
include sales performance, finan- 
cial portfolios, top customer orders, 
most used services, and budgeting 
data. Typically, database software 
will be able to format the informa- 
tion, including charts and summa- 
ries that will allow you to print out 
the data for a professional-looking 
report that can be given to inves- 
tors, clients, and employees. 

Query Capability 

Need to find out a customer's order 
history? Just enter the customer's name 
into the database and you should see 
all of the records that have been input 
into the system. If it's a repeat customer 
with hundreds of orders, the database 
will allow you to further filter the re- 
sults by selecting a specific service, 
product, or date range — assuming that 
information has been entered into the 
database. In some cases, you may also 
be able to make changes to the data, so 
you could update a customer's address 
or quickly switch an order number, if a 
change is required. 
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Business Cards 
Go Digital 

Contact Exchange Gets An Update 




Like so many things that were 
previously restricted to pa- 
per — from resumes to maps — 
business cards have gone digital. 
In fact, there are a number of on- 
line services, websites, applica- 
tions, and tools you can use to cre- 
ate digital business (or personal) 
contact "cards." Some of these 
are intended to be exchanged via 
smartphone, social networks, or 



other means. Others become mini- 
Web sites on which you can pro- 
mote your presence. 

In the past few years, it has be- 
come increasingly possible to col- 
lect and distribute digital "business 
cards" in various forms. For the 
tech-savvy among us, the idea is 
tantalizing. No more bulky stacks 
of card stock to carry around, in- 
stant access, and you're never 



stuck without them when you need 
them. Just a couple of clicks and 
the exchange is made. 

Not all solutions are created 
equal, however, and choosing the 
right one to meet your needs can 
be daunting. In this article, we'll ex- 
plore some popular digital business 
card solutions and discuss the bene- 
fits and limitations that will help you 
choose the one that suits you best. 
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QR codes offer an intriguing 
future for business profes- 
sionals who seek to share all 
sorts of information. 




Back To Basics 

Before you explore your options, 
consider what you need. Do you fre- 
quently give out business cards but 
less frequently take them in return? 
Or is the reverse true? Are the indi- 
viduals with whom you exchange 
information sophisticated enough to 
handle a tech-forward approach? 

Do you want your business 
card to be available online, and 
do you want it to be discover- 
able by anyone? Or, optionally, 
do you share sensitive information 
(such as cell phone numbers) that 
you specifically do not want the en- 
tire world to see? Not all digital busi- 
ness cards are designed for hand-to- 
hand (or phone-to-phone) exchange. 
Some work on the premise that you 
will be sharing them over the Inter- 
net or via social networks. 

Consider your willingness to sign 
up for Web-based services, includ- 
ing startups that might not be around 
in a year or more. (As you may have 
noticed, online startups are engaged 
in a mad dash to gain the loyalty of 
consumers and business profession- 
als and not all will exist a few years 
from now.) 

It's also important to know the 
audience for your business cards. If 
you're like many, the people inter- 
ested in contacting you are likely to 



be a diverse bunch; you may need 
to maintain multiple business card 
distribution techniques, from tried- 
and-true card stock to one or more 
electronic methods. 

Step One, Get A vCard 

The de facto file format for elec- 
tronic business cards is vCard (.VCF), 
which amounts to little more than 
a standardized text file. Like a tra- 
ditional business card, a vCard in- 
cludes your name, address, position, 
company name, phone numbers, 
email addresses, URLs, and logos. 
Because they are digital in form, 
vCards can also include information 
not found on those scraps of paper, 
such as full-color photographs, audio 
clips, animations, videos, and more. 

The biggest benefit of using a vCard 
is the ability to easily distribute your 
contact and identity information elec- 
tronically. Because it's a standardized 
format, there are a variety of programs, 
apps, and devices that can recognize 
vCard data and automatically save it as 
a new contact, share it with others, or 
attach it to an existing contact. 

Most email clients let you con- 
vert new and existing contacts into 
vCards that you can then export and 
import to the application of your 
choice. To create one in Microsoft 
Outlook, click the Contacts folder, 



select the contact you want to con- 
vert into a vCard, click File, Save As, 
and then select VCARD Files (*.vcf) 
from the Save As Type menu. Next, 
just choose a location for your vCard 
file and click Save. 

Codes Keep It Simple 

One of the simplest solutions for 
the exchange of electronic business 
cards (and other data) is the QR 
(quick response) code. You've seen 
these mottled black-and-white box- 
es popping up everywhere, even if 
you are not yet using them. 

QR codes are special barcodes 
that can hold (and share) thousands 
of alphanumeric characters of infor- 
mation, whereas standard barcodes 
can only handle 20 digits. They've 
been used for more than a decade 
in Japan (where a Toyota subsidiary 
invented them), so you can be con- 
fident they and the software they re- 
quire are not going anywhere. QR 
codes are being used to provide 
info about products, movies, tick- 
ets, and other items. 

As you might imagine, they are 
a perfect repository for business 
card information. Special gen- 
erator programs create QR codes, 
and some are built right into the 
reader software that scans them. 
If you'd like to try out the technol- 
ogy online, visit qrcode.kaywa 
.com. This Web site lets you generate 
QR codes with up to 250 characters 
of information at no charge. That's 
more than enough to hold your 
name, title, and company name, ad- 
dress, phone number, email address, 
and website URL. There are many 
other QR code generator programs, 
some of which specialize in creating 
formats easily imported into contact 
databases. Keep in mind that proper 
formatting is the key to success with 
QR codes. 

To read a QR code, a device 
needs a camera to capture its im- 
age and a QR code reader to trans- 
late that image into text or a hyper- 
link. Based on the data built into 
the code, the reader's capabilities, 
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and your own phone's features, 
readers may offer to perform ad- 
ditional actions upon scanning. 
These include sharing the data via 
email or text message, displaying 
the location on a map, visiting a 
website, converting the informa- 
tion into a new contact, or adding 
it to an existing contact. Some can 
also redisplay the QR code, and 
others, as mentioned, can generate 
a QR code on-the-fly from infor- 
mation you provide or have stored 
on your phone. 

You'll find many free barcode 
readers for Android, iOS, Windows 
Phone, and BlackBerry devices on 
the phone's respective application 
store. Some newer phones have QR 
code reading applications built in. 

The Power Of Proximity 

If both phones have the right 
chips, you can use close-range 
networking technologies, such as 
Bluetooth, infrared, and the in- 
creasingly common NFC (near field 
communications), to exchange 
vCards. Bluetooth is the most likely 
candidate for this at present, as the 
other two technologies are not as 
widely available in smartphones. 
However, you'll be responsible for 
setting up the Bluetooth connection 



with the other device and navigat- 
ing to the location of your vCard or 
other readable contact file. 

If you're not up for manually 
swapping contact information over 
Bluetooth, or if your phone isn't 
equipped with an NFC chip, then 
you can use a proximity-based app 
to swap electronic business cards. 
These apps use the phone's inter- 
nal sensors to determine when 
the phones are in close proximity. 
Both display a Confirm Connection 
prompt, and after the operation gets 
the go-ahead, the information ex- 
change takes place. 

Go Social 

Social networks are another 
great way to get your business de- 
tails making the rounds. Start by 
visiting a Web-based service that 
lets you create a formatted, digital 
business card that you can share 
with your clients and associates. 
With your Web-based business 
card in hand, you can create a link 
to the card that you can then share 
on any social network you choose. 
Depending on the social network, 
you can even set up groups of con- 
tacts to which you can send dif- 
ferent variations of your business 
card; that lets you cater specifical- 



ly to customers, clients, partners, 
or associates. 

Send Me A Message 

Another app you can use to distrib- 
ute your details is one that lets you cre- 
ate SMS-based business cards. These 
apps let you create an SMS business 
card that is 140 characters or less, 
which you can transmit as a text mes- 
sage to anyone in your contacts list. 

Many of these services also give 
you a reusable Web link to your 
business card and a short numeric 
code that those who want a digital 
copy of your business card can sub- 
mit for access to your detailed con- 
tact information. 

Finally, for purists looking to 
avoid any more technology than 
necessary, there is always the simple 
text message. Create your own card 
details, send yourself a copy and 
forward it whenever someone needs 
your details. 

Many Paths, Similar Results 

There are many ways to share, col- 
lect, and process business card in- 
formation. Armed with some of the 
more high-tech options available, 
you should have no trouble finding 
the one that best suits you and those 
with whom you do business. 
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Knowledge Is Power 
(& Protection) 

Keep Your Small Business Safe From Attack 




Chris Hadnagy is an unas- 
suming, geeky kinda guy. 
You'd like to have him on 
your staff: He's sharp, articulate, 
knowledgeable, has a great smile, 
and gets along with everyone. 

In fact, "gets along with every- 
one" is part of his job description. 
Hadnagy, the author of Social Engi- 



neering: The Art of Human Hack- 
ing, is a social engineer who gets 
paid to break into corporate net- 
works just to test their security. He 
almost always gets in, and odds 
are that, if he wanted to — and in 
spite of your firewalls, spam filters, 
and other high-tech security mea- 
sures — he could compromise your 



network without breaking a sweat. 
All he has to do is convince your 
staff (or you) to give up what you 
think are harmless bits of informa- 
tion (seemingly inconsequential 
things, such as which browser you 
use, when you last updated the 
lease on your copier, or what email 
client you're using), and he can use 
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Following building security protocols, including not hold- Don't attach any USB drives to a networked 

ing the door for strangers, is a good way to stop social computer if you don't know what's on them, 

engineers from getting inside the building. 



that info to bring your network — or 
your entire company — to its knees. 
And he can do it almost every time. 

You might as well get used to 
the idea: Someone could break 
into your company, and investing 
in fancy hardware and software, 
while it helps, isn't the complete 
answer, because that investment 
doesn't address the biggest secu- 
rity risk of all — your people. And 
the problem is getting worse, part- 
ly because there's been a shift in 
the motives of those attempting to 
break in. Cyber-vandals used to 
be just kids looking for bragging 
rights. Once the motivation be- 
came financial, all bets were off. 
Now the pros have gotten into the 
act, and things are getting serious. 

Breaking & Entering 101 

There are many ways to compro- 
mise your network — and thus, your 
company. You do have to worry 
about true hackers, of course: te- 
enies who write viruses or Trojans 
to trash your network or steal data 



from it, or who use "sniffers" or 
other high-tech tools to snoop on 
the contents of network packets 
as they leave (or arrive at) your 
network. These are the folks that 
firewalls, antivirus apps, and other 
such tools were designed to stop, 
and those tools counter that sort of 
threat quite well. 

But those are old-school attacks. 
Today's threat often involves more 
guile and less technology. It es- 
chews pure hacking for a social en- 
gineering approach in which a staff 
member is tricked into revealing in- 
formation — very often, information 
thought to be harmless. 

Hadnagy recounts an example: 
"A malicious social engineer pre- 
tends to be a sales rep for an office 
equipment vendor. In a 'sales' call 
to a target company, he is able to 
ascertain that the company uses In- 
ternet Explorer 7 and Adobe Read- 
er 8. Armed with that information 
(and knowing of a security hole 
in that somewhat older version of 
Adobe Reader), he closes the call 



by requesting an email address 
and saying that he'll send a bid in 
PDF format for their approval. A 
day later a document called Your- 
Bid.pdf arrives. Instead of being a 
real PDF, it's a maliciously encod- 
ed document that gives the social 
engineer a reverse shell [a tool that 
allows a remote connection] on 
the target's computer, thus allow- 
ing outside access to the computer. 
All because he gave out seemingly 
innocent information." 

By definition, social engineer- 
ing hinges on this sort of trickery. 
Consider that smooth-talking guy 
with the realistic-looking "Acme 
Janitorial Services" ball cap and ID 
badge who stops by to try to sell 
your company a less expensive 
cleaning service. What if he isn't 
really who he says he is? It would 
be pretty easy for him to walk 
around your office with his clip- 
board, "working up an estimate," 
and dropping a few USB thumb 
drives as he wanders about. What 
if he left a drive in a restroom, one 
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Microsoft account 



From: Postal Service <support@usps.com> 
Subject; Track your parcel NQ#617 

Date: November 29, 201 1 7:0436 AM PST 



1 Attachment. 46.5 KB Save - 



Dear customer. 

Your parcel has arrived at the post office on November 14. 
We were not able to deliver your package to your address. 

To receive a parcel you should go to the nearest USPS office and show your post label. 
The post label is attached to this letter. 

Thank you for your attention. 
USPS Express Services. 



Post Label U ..zip ( 46.5 KB) 



Teach your employees how to look for questionable emails 
and make sure they know not to click links within emails. 



Reset your password 

Get help with a forgotten password and other problems signing in 

What problem are you having signing in? 

O I forgot my password 

I know my password and Microsoft account but can't sign in 
' '. ' I think someone else is using my Microsoft account 

Cancel 



Beware of emails or websites that ask for your name and pass- 
word away from the site's splash screen. 



lying in a hallway, and one on a 
desk? If you have, say, 10 employ- 
ees, what are the odds that one of 
them would find one of those "lost" 
drives and insert it in a computer, 
just to see what was on it? What if 
you found it? What would you do? 

It's almost certain that someone 
will find and insert the drive, and 
once he does, your network has 
been compromised: The software on 
that USB drive can take down your 
network or (more likely) start "listen- 
ing" for useful info and passwords, 
sending that data out to the social 
engineer. 

If you're thinking that most com- 
panies aren't that gullible, think 
again. At a recent hacker confer- 
ence, teams of social engineers 
used nothing more high-tech than a 
telephone. They called companies 
and got them to give up "harmless" 
information that included such 
things as who handles their dump- 
ster removal, their cafeteria food, 
and their paper shredding. Com- 
panies readily told callers what 



antivirus applications they have 
installed, what browsers and PDF 
software they use, and more. That's 
exactly the sort of information a so- 
cial engineer can use to penetrate 
your company and your network. 
It didn't matter how large or small 
the company was, or whether it 
was a high-tech software develop- 
ment firm or a low-tech janitorial 
service — the teams' success rate 
was a startling 100%. 

Mounting A 
Counter-Attack 

According to Andrew Walls, 
Gartner's research director for se- 
curity, risk, and privacy, "The is- 
sue is really one of encouraging 
appropriate user behavior. This 
requires education and encour- 
agement. So step one is to make 
sure that your own company does 
not encourage the very behaviors 
that phishing and other social en- 
gineering attacks rely upon. For 
example, does your company 
send emails containing clickable 



links to Web sites? If you do, you 
are encouraging your employees 
and customers to click on links in 
emails. Bad idea." 

The second step involves a con- 
tinuous program aimed at educat- 
ing your employees so that they 
can recognize phishing or social 
engineering attacks. "Phishing is 
much easier to recognize than a 
sophisticated social engineering 
attack," notes Walls, because "so- 
cial engineering can involve non- 
technical communications (such 
as phone calls) and communica- 
tions via social media sites that 
are outside of the control of the 
corporation." 

Be Prepared, Not 
Paralyzed 

You can't allow fear of security 
risks to create an atmosphere of fear, 
nor can you let it impede your busi- 
ness's ability to function. Just learn 
the dangers, train your staff, and use 
common sense to avoid social engi- 
neering tricks. 
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Mobile Marketplace 

Business Apps For Android & Windows Phone 7 & iOS 



Some powerful business tools are floating in the sea of smartphone apps. Each month, we'll 
highlight some of the best ones for Windows 7, iOS and Android platform users. (Unless 
otherwise noted, Windows Phone 7 apps are available in the Windows Phone Marketplace, 
Android apps in the Android Market, and iOS apps in Apple's App Store.) 




SECOND AVE AND 43 RD ST 

801 2ND AVE, NEW YORK, NY 10017 
Type: Financial Institution 
Owner: J PM ORGAN CHASE 
Features: Allow Deposits 



Directions Problem? 



ATM Hunter 



Windows Phone 7 ) 



When you need cash quickly near 
home, you can probably think of a 
few places nearby to find an ATM, 
but when you're in an unfamiliar 
part of town or travelling, use ATM 
Hunter. This app uses your current 
location (determined via GPS) to 
find nearby ATMs. It'll also tell you 
whether the ATM is in a bank or oth- 
er retail establishment. You can also 
find your bank branches for making 
deposits and withdrawals. Other 
features include merchants that ac- 
cept PayPass, distance to the ATM, 
driving directions, and a map You 
can also use the app to share ATM 
and PayPass locations via SMS. 



t Tracker 

cash flow 



September 2012 

Average (30 days, -£16&57) 



APP REINSTALLER 



■ | | 



more reports 



Account Tracker 



[ Windows Phone 7 ) 

Account tracker helps you get a 
better handle on your personal fi- 
nances by letting you track spending, 
monitor balances across multiple ac- 
counts, and factor in future expenses. 
One of its best features is its charting 
tools; you can create visual bar graphs 
and pie charts to give you quick in- 
sight into the state of your finances. 
Other features we like include alerts, 
bill reminders, budgets, reports, and 
support for multiple currencies. The 
app also lets you export account state- 
ments in CSV (comma separated val- 
ue) format, back up and restore data, 
and protect data from unauthorized 
access using a PIN code. 



Select Apps 



Fruit Ninja 

0.99 EUR, Full version 



NFS: Hot Pursuit 



Tiki Towers 

2.99 EUR, Full version 

Doodle Jump 
© ® ® 



App Reinstaller 

[ Windows Phone 7 ) 

One of the most frustrating 
things about getting a new phone 
or resetting your current phone is 
remembering all the apps you had 
installed. With App Reinstaller, 
however, you can see a list of the 
apps you've downloaded or pur- 
chased and click checkboxes to 
automatically reinstall them. This 
app is a great way to clear space 
on your device without losing 
track of those apps you may want 
to use again later. Features include 
a list of your app download history 
and the ability to re-download pur- 
chased apps. The app also filters 
paid and free apps. 
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Battery Boost Magic Pro 

~ioT 



Have you noticed that the charge 
on your iOS-based device just doesn't 
last as long as you need it to? Bat- 
tery Boost Magic Pro can help you 
by maximizing your device's battery 
life and showing you how to limit 
unnecessary drain. The app runs in 
the background, displays the bat- 
tery level, and uses a fully automated 
three-step full-cycle charge process. 
The app also supports fast and trickle 
charge to 1 00%, top-off charge, and a 
display of your charge history. Battery 
Boost Magic Pro also offers Screen 
Pro, Screen Tips, and Battery Tips 
functions, which help you clean your 
screen and extend battery life. 
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Offline Pages Pro 

fJoT) 

WeVe mentioned the dangers of 
using public Wi-Fi, but when you 
need to access a website at the air- 
port, that advice can be difficult to 
heed. Think ahead and use Offline 
Pages Pro to download the pages 
ahead of time so you can access 
them offline later. This app saves 
whole websites, including format- 
ting and images and features a built- 
in browser that you can use to find 
Web pages while you're on a secure 
network; just tap a button to save the 
page for later. Features include the 
ability to download HTML5 video 
for watching offline and also the 
ability to auto-update pages. 







6:04 AM 


— 







Click on a row below to view/edit details 



j http://www.ebay.com 



j htt p ://w ww . e ngad get.com 



j http://www.face book, com 
: ) http://www. google, com 
j http://www.yahoo.com 



Prefs /(/RLTestr * URL 



URLTestr 



[ IPS 



If you have a website you count 
on for your business, then mak- 
ing sure it's up and running at all 
times is important. With the URL 
Testr app, you can continually 
check a list of Web URLs (uniform 
resource locators) to make sure 
they're online. This app can alert 
you in the event that a connection 
failure occurs, and it also keeps a 
log of how long the URL has been 
accessible. Features include your 
choice of alerts (sound or vibrate), 
configurable refresh interval, and 
the ability to delete URLs and 
clear logs. 
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App Of The Month 
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Skyvi 

[Android ) 

Apple iOS-based device users may 
have Siri, the voice-activated personal 
assistant, but Android users have a 
competent competitor in Skyvi. This 
app lets you use your voice to send text 
messages, call your contacts, post to 
Facebook and Twitter, find local busi- 
nesses, and answer off-the-wall ques- 
tions. Skyvi also tells jokes, can learn 
your name, your friends' names, and 
nicknames. Other features we like in- 
clude the ability to quickly obtain the 
current weather outlook, get direc- 
tions, play music, and more. To use 
Skyvi, just launch the app, tap the mic 
button at the bottom of the screen, and 
say what you're looking for. 




Recent Files 

& dkkenvbleak-bouse.epub 

iquijote-Lpdf 

My G drive Document 

Dpen New File 

^Browse G Drive 
■Browse Prion e Storage 



PDF To Speech 



Android ) 



This useful app lets you import 
PDF, ePub, TXT, DOC files, and more 
to play them back as audio streams. 
Now you can listen along instead of 
reading. This app is perfect for when 
you're driving, exercising, or other- 
wise unable to stare at a screen or 
physical document. PDF To Speech 
plays audio in the background, lets 
you search within the document, and 
uses OCR (optical character recogni- 
tion) technology to translate text into 
speech. The app also supports Blue- 
tooth connectivity and the ability to 
download and save your PDF and 
plain text file attachments from email 
and file sharing apps. 




e Notes 

?r a security pin number 



134 



?r a security question 



■hat is street did you grow up on:] 



?r the answer to your question 



Isy street 




Safe Notes 



[Android ) 

If youVe ever wanted to keep 
notes and messages private from 
those who may access your An- 
droid-based device, then checkout 
Safe Notes. This app employs AES- 
1 28 encryption to secure your data 
against data thieves and the merely 
curious. The app lets you generate 
a PIN to secure your notes. You 
can browse notes after inputting 
your PIN, but the app remembers 
the PIN for one minute at a time. If 
you forget your PIN, you can click 
the appropriate button to access a 
PIN recovery question. Other fea- 
tures include a 5,000 character-per 
note limit, sorting options, search, 
an autosave function, and local 
backup. 
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Ransomware 

The Latest Malware Craze 
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Not satisfied with the mass distri- 
bution of malware, widespread 
identity theft, and armies of 
zombified PCs at their beck and call, 
cybercriminals have come up with an- 
other way to punish computer users. It's 
called ransomware, and it refers to any 
malware that prevents you from using 
your PC as you intend until you pay 
up. In this article, we'll take a look at 
what constitutes a ransomware attack, 
how to avoid becoming a victim, and 
what you can do if your PC becomes 
infected with ransomware. 

The Money Trail 

Malware that attempts to extort 
money from users isn't new; it's been 



around almost as long as the home 
computer. Early forms of ransomware 
encouraged victims to rack up ex- 
pensive long-distance phone bills, or 
send pricey text messages. The prob- 
lem with these methods was that they 
could be traced, exposing the cyber 
crooks to some risk. Thanks to new 
forms of electronic payment, the ex- 
tortionists can compel victims to pur- 
chase prepaid cards at local retailers. 
Once those codes on the cards have 
been transmitted, the scammers can 
redeem them anonymously for cash. 

What Ransomware Does 

Ransomware gets on your com- 
puter in the same ways as any other 



type of malware: through an in- 
fected Web page, email attachment, 
network node, or some form of re- 
movable media. Once it takes up 
residence, the ransomware seizes 
control of your system and either 
blocks access to your files and core 
programs or encrypts them so you 
can't use your computer. The mal- 
ware earns its name from the mes- 
sage it displays, which is disguised 
to look like a prompt informing us- 
ers that an official authority, such as 
the FBI, has intentionally locked the 
system because it has been used in 
some form of illegal activity, such 
as for storing child pornography or 
sending spam. To regain the full use 
of your computer and its files, the 
message informs you that you must 
pay a "fine/' which can amount to 
several hundred dollars. 

For most of us, ransomware seems 
like an obvious scam, but sadly, it 
manages to dupe enough people 
to be an effective tool in the cyber- 
criminals' tool box. What you need 
to know is that neither the FBI nor 
any other official entity can or will 
seize control of your PC in this man- 
ner and ask you to pay a fine. Cyber- 
criminals attempt to add legitimacy 
to these sorts of scams by incorpo- 
rating logos for government institu- 
tions and security software you're 
familiar with, including genuine 
links to security-related Web pages 



Once it takes up residence, the ransomware promptly 
seizes control of your system and either blocks 
access to your files and core programs or encrypts 
them so you can't use your computer. 
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FBI 



FEDERAL BUREAU OF INVESTIGATION 



Your Computer has been locked! 
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This ransomware message has 
the audacity to advise you to 
only remit your payment to the 
TBI" to avoid getting scammed. 




y Control P»nel ► System. and Security ► Windows Update 



Contf ol Panel Home 

Check for updates 
Change settings 
View update history 
Restore hidden updates 



Windows Update 



installing updates,.. 



Stop in 



Most recent check for updates: Today at 11:35 AM 

Updates were installed: 674/2012 at 8:37 AM. View update history 

You receive updates For Window; jnd ctner products from Microsoft Update 



Automatically install updates to avoid exposing 
your computer to security holes. 



' Stoth Control Panel 



Scammers use logos like this to trick 
you into taking their threats seriously. 



and official-sounding language that 
references domestic or international 
laws that you've supposedly violat- 
ed. They attempt to first frighten you 
and then reassure you that you'll re- 
gain full control of your computer if 
you just pay the ransom. 

What You Should Do 

If you discover that your computer 
has been infected with ransomware, 
the last thing you should do is pay the 
so-called fine. You cannot trust the ran- 
somware maker to relinquish control 
of your computer once youVe paid. 



Because ransomware comes in various 
forms, the tactics used are similar to 
those of other malware, and the same 
strategies for dealing with those infec- 
tions will work here as well. 

Start by disconnecting the in- 
fected system from the network and 
Internet. Use a secondary computer 
connected to the Internet to research 
the ransomware message to see how 
others dealt with the infection. Many 
solutions involve getting the system 
to boot into Safe Mode, tweaking 
the Windows Registry, and then in- 
stalling a malware-removal tool. 



To avoid getting infected in the 
first place, make sure your comput- 
er is protected against any type of 
malware; install system and securi- 
ty updates whenever they become 
available, install and maintain an- 
tivirus and anti-malware software, 
regularly back up the most vital 
files and data, avoid clicking on 
questionable links or visiting un- 
known Web sites, and don't down- 
load or click on email attachments 
you don't trust completely. Follow- 
ing these simple rules will keep 
ransomware at bay. 
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What To Do When 

A Power Surge 
Hits Your PC 




It wasn't that big of a storm. You fig- 
ured everything would be fine. After 
resetting the alarm clock and oven 
display, you didn't give the computer 
a second thought — until now. The 
printer is still on, the router downstairs 
is blinking away happily, but your PC 
won't boot up. You try several times, 
panic welling, but can't get it going. 
What's wrong? There are several pos- 
sible answers, but most stem from the 
simple fact that you plugged that com- 
puter directly into the wall, bypassing 
the opportunity for both surge protec- 
tion and uninterruptible power. 

Power Protection 101 

Before we start figuring out the 
problem and how to address it, let's 
get some terminology straight. Surges 
and spikes have very precise technical 
definitions. For our purposes, though, 
we'll include surges with the moderate 
to strong fluctuations that commonly 



afflict our electrical system. Short-term 
"surges" in power usually result from 
devices powering up and down, or 
from variations in power grid condi- 
tions. Spikes, on the other hand, are 
massive, sudden floods of power that 
can overwhelm the entire infrastruc- 
ture (or at least a localized segment of 
it). Spikes are usually caused by nearby 
electromagnetic disturbances, includ- 
ing lightning strikes. The difference is 
important as you clarify your needs. 
All good surge protectors guard against 
small to moderate surges. Nothing will 
protect against a direct hit by lightning. 
Where your needs fall in between 
those extremes depends on your bud- 
get and the value of your equipment 
and the data on it. 

A UPS (uninterruptible power 
supply) provides a cushion against a 
complete loss of power. We all know 
it's a bad idea to turn off a computer 
abruptly without allowing it to go 



through its proper shutdown pro- 
cess. A power outage, by definition, 
will shut everything off in an instant. 
If you're in the middle of something, 
even a basic UPS can give you a few 
crucial minutes for saving and shut- 
ting down. More advanced models 
work with specialized software and 
your PC to facilitate a graceful shut- 
down even when you aren't around. 

So how do you know what to look 
for? In surge protectors, a higher joule 
(unit of energy) rating and a lower 
clamping voltage are better. Also, a 
fuse or auto-disconnect provide bet- 
ter protection from spikes. Most UPS 
models also act as surge protectors, 
so you'll want to start with similar 
specs. Additionally, make sure a UPS 
provides enough wattage to support 
your system and enough time for you 
to bring it down. 

After The Fact 

Before assuming the worst about 
your PC, check to make sure other 
devices in the same room or on the 
same outlet are working. If your com- 
puter shows no signs of life whatso- 
ever — nothing on-screen, no lights, 
no fans — then your power supply is 
probably ruined. With luck, the pow- 
er supply blew first before the surge 
damaged any other components. You 
can replace the power supply pretty 
cheaply and easily, but you won't 
know for sure if other damage lurks 
beneath until afterward. If the power 
supply fan whirs to life (and/or case 
fans, too) but the machine emits an 
odd series of beeps, strange messag- 
es on-screen, or nothing beyond the 
fans, your motherboard is the most 
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An uninterruptible power supply can provide a few minutes of extra Surge protectors can block jumps in electri- 

power in an outage, allowing time to turn off the connected systems cal voltage, which can help to save your PC's 

and avoid damage from unexpected shutdown. internal hardware. 



likely victim. On the other hand, if 
everything starts up normally for the 
first few seconds but then hangs when 
it's time for the OS to load (again, you 
may or may not see an error message 
from the BIOS [Basic Input/Output 
System]), the hard drive is probably 
fried. It's also possible that one (or all) 
of these devices might be damaged 
but not destroyed, resulting in unreli- 
able performance or random crashes. 



Recovery from this kind of situation 
primarily involves hoping fervently that 
your backups are up-to-date and then 
replacing damaged hardware. You did 
have automatic backups running regu- 
larly, stored on an external or network 
drive, didn't you? And you checked 
them periodically to make sure they 
were running successfully, right? If so, 
start by checking backups (from an- 
other machine or location) and make 



Changing The Guard 

Even with a high-quality surge pro- 
tector or UPS in place, you won't 
be totally immune from damage 
and costs associated with electrical 
vagaries. Surge protectors expend 
themselves to protect your more valu- 
able equipment, placing themselves 
in front of your system and taking the 
brunt of the impact. This means, how- 
ever, that once they've done so, they've now sustained damage and need to 
be replaced. After any major event, check the unit to see if it feels unusually 
warm or provides unreliable power. Devices with indicator lights should 
continue to display normally; otherwise, they should be replaced. 

When it's time, give these devices a well-deserved pat on the back and 
then drop them off at an electronics recycling center. Don't hold on too long 
out of misguided thriftiness or simple denial — a worn-out surge protector or 
UPS is no more useful than none at all. 




sure they're intact. If they are, you have 
a lot less to worry about: A hard drive 
is much easier to replace than a year's 
worth of proposals, reports, and emails. 

As you follow the troubleshooting 
steps outlined above and identify af- 
fected hardware, add each component 
to your shopping list. If you suspect 
that multiple components have been 
damaged, you can replace them one at 
a time, starting with the power supply, 
testing in between each to determine 
what can stay. In a best-case scenario, 
you'll be able to start up and use the 
hard drive long enough to extract any 
data that wasn't already backed up. 
Alternatively, especially if your back- 
ups are current, it may be just as cost- 
effective (and quicker) to replace the 
entire system. That's not a pleasant pill 
to swallow, but it can serve as a useful 
reminder of the important role played 
by surge protectors and uninterruptible 
power supplies, not to mention the ad- 
visability of keeping current backups. 

If your computer contains sensitive 
information that you wouldn't want to 
lose, we suggest that you at least invest 
in a surge protector for each system. 
Those concerned about damage to 
hard drives and other components from 
unexpected shutdowns should consid- 
er an uniterruptible power supply. 
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Don't Fan The Flames 

Deal With Web Trolls In A Professional Fashion 



The Internet is full of "trolls" 
and "flamers," that is, people 
who post inflammatory com- 
ments (often designed simply to 
incite anger) on a website, blog, 
or forum. While many people 
have legitimate complaints, oth- 
ers do it for fun, simply because 
they enjoy antagonizing people or 
starting an argument. Here, well 
talk about how to deal with trolls 
on your company website and so- 
cial media sites. 

Is There A Valid Complaint 
Buried In The Criticism? 

In some cases, the person may 
simply disagree with you or have 
a genuine gripe about a product, 
but the (perhaps valid) issue may 
be hidden beneath a personal at- 
tack, convoluted argument, or hos- 
tile approach. 

Take a step back and analyze the 
comment to see if you need to ad- 
dress the person's issue. 

Be tolerant of real/valid criticisms; 
otherwise, others who read the 
posts may feel that you won't listen 
to what they have to say. Your best 
bet is keep an open mind and real- 
ize that people will have issues and 
that they have the right to question 
or complain. 

To Respond Or Not 
To Respond 

If you decide the person is a 
troll, just leave the post alone. He 
or she wants you to respond, and 
if you ignore the post, it's likely 
that the troll will just go away. 
Most trolls will turn any response 
you give into a way to gain more 
attention, so it doesn't pay to re- 
spond if you're sure that the per- 



* Add a Comment: 



Name [required] 

Email [will not be published] [required] 
Website [optional] 



Submit Your Comment 



The Comments section of a website is where you'll typically find trolls. 
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Beware of trolls on your company's Facebook page. 



son is simply trolling. Don't start 
an argument, because you cannot 
win. 

If you must respond, do so po- 
litely. Accept any responsibility, 
apologize, and if possible, see if 
you can fix the situation. Other 
readers will be impressed if you 
own up, make things right, and 
act professionally. 



Censorship 

Regular visitors will notice if you 
arbitrarily remove the post. It can hurt 
the integrity of your business if you re- 
move a conversation and correspond- 
ing comments without stating why. 

Censor a comment only if it com- 
pletely lacks any redeeming quali- 
ties, for example, those that are 
merely offensive and hateful. 
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Near Field 
Communication 

Your Smartphone's Newest Wireless Protocol 




NFC makes trading business cards as easy as 
tapping two smartphones together. 



Terminals such as these let users of NFC-ca- 
pable phones make contactless payments. 



Wireless protocols on your 
smartphone are a bit like 
clowns packed into a Volk- 
swagen. GPS satellites beam location 
information to our devices from the 
exosphere, 3G/4G cellular networks 
have your long-range data and voice 
needs covered, Wi-Fi picks up the 
bandwidth slack indoors, and Blue- 
tooth nails the short-range for pairing 
headsets and peripherals. Apparently 
there's room for one more: Near Field 
Communication (NFC) is a new short- 
range wireless protocol that'll make 
your smartphone even more useful. 

NFC operates at the 13.56MHz 
(Megahertz) frequency and supports 
transmission rates of between 1 06kbps 
(Kilobits per seconds) and 424Kbps to 
send small bursts of data up to approxi- 
mately 4 centimeters (about 1 .5 inch- 
es). Through the NFC Forum, Nokia, 
Sony, and Philips established the pro- 



tocol to handle applications that could 
not be utilized with existing wireless 
standards. Both Bluetooth and Wi-Fi 
require some form of manual user in- 
put to establish the data exchange and 
block unauthorized users. NFC con- 
nections, on the other hand, let a user 
simply touch or wave an NFC-capable 
device near an NFC terminal, passive 
tag, or other NFC-capable device to 
initiate the communication. 

It's this extremely short-range in- 
terface that makes NFC more secure 
than other wireless technologies, es- 
pecially when it comes to automat- 
ed processes. Applications include 
the ability to use your NFC-capable 
smartphone as a wireless credit 
card, view show times by tapping 
your phone to a passive NFC tag 
embedded in a movie poster, quick- 
ly trade electronic business cards by 
tapping two smartphones together, 



and printing images by holding an 
NFC-capable digital camera near 
a similarly-outfitted printer. NFC 
doesn't compete, but rather works 
with existing wireless protocols, for 
instance, to automate pairing. Once 
the connection is established, NFC 
can pass the data transmission du- 
ties on to other, higher bandwidth 
protocols, such as Bluetooth. 

Users in Japan and South Korea al- 
ready utilize NFC for contactless pay- 
ment applications, but the technology 
has yet to be widely adopted in North 
America. Juniper Research recently 
reported that Apple's decision to leave 
NFC out of the i Phone 5 marked a 
major setback to widespread adop- 
tion. Despite that bump in the road, 
Juniper expects NFC retail transaction 
values to reach $1 1 billion by 201 7, 
so expect to start seeing it in devices 
and at retailers near you. 
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What's New 

With Computer Ports 

Faster Input/Output For Your PC 




Thunderbolt uses a mini-DisplayPort connector to 
carry a considerable amount of data. 



Spend any amount of time 
shopping for a new desktop or 
laptop for your small business, 
and you might see a few unfamiliar 
ports here and there. As you may 
know, ports are input or output jacks 
for computer peripherals, such as 
flash memory, external hard drives, 
mice, monitors, and more. 

As time has passed, some of 
the ports that look familiar have 
become faster, while others have 
disappeared entirely. The march 
of technology that has given us e- 
commerce, HD video, and smart- 
phones with double-digit megapix- 
el cameras also spurs the industry 
to develop faster interfaces (not to 
mention faster broadband Inter- 
net connections) to carry all that 
data. Ports that can't be upgraded 
to speedier versions due to techno- 
logical constraints are left behind. 

The ports a PC supports depend 
on the chips built onto or attached 
to its motherboard or the proces- 
sor. The modern computer's chip- 
set (core logic) handles USB, SATA 
(Serial Advanced Technology At- 
tachment), Ethernet, and display ca- 



pabilities, for example, while third- 
party chips on the motherboard add 
support for audio and cutting edge 
technologies that have not yet been 
integrated into the chipset or proces- 
sor. In all cases, driver software al- 
lows the ports to work with the com- 
puter's operating system. 

In the interests of space, we'll focus 
on the more recent port technologies 
in this article. And because several 
of them have miniaturized versions 
used in mobile devices, such as the 
smartphones and tablets, we'll men- 
tion those as applicable. 

USB 3.0. The ubiquitous USB in- 
terface is available in a long-awaited 
third version. USB 3.0, or Super- 
Speed USB, has a theoretical speed 
of about 5Gbps (gigabits per second), 
or 625MBps (megabytes per second). 
Due to overhead traffic and other 
constraints, real-world performance 
is always slower than the theoretical 
bandwidth, but that's still more than 
fast enough to keep up with transfers 
to and from external hard drives and 
current SSDs (solid-state drives). 

USB 3.0 ports are easy to spot be- 
cause their center post is blue. Other- 



wise, USB 3.0 ports are shaped just like 
USB 2.0/1 .1 connectors: a rectangular 
port with a rectangular post (Type A) 
on the PC end and a small rectangle 
with two beveled corners (Type B) on 
the peripheral end. 

Best of all, version 3.0 is backward 
compatible with USB 2.0 and 1 .1 de- 
vices. Those older devices will still run 
at their original speeds, however. 

USB has mini and micro versions, 
too. In fact, many cell phones, me- 
dia players, and other devices re- 
charge their batteries through micro 
USB. If you're buying new comput- 
ers, look for sleep-and-charge USB 
ports, which can continue to charge 
devices even while the PC is turned 
off or in Sleep mode. 

DisplayPort is a super-fast, 21 .6Gbps 
interface designed to carry video to 
computer monitors. With this much 
bandwidth on tap, it's able to accom- 
modate greater resolution, faster re- 
fresh rates, and more color depth than 
HDMI (High-Definition Multimedia 
Interface). Besides professional media 
content generation applications, Dis- 
playPort (sometimes abbreviated DP) 
is ideal for multiple-monitor setups. 
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Display Port's port resembles HD- 
MI's, except that its connector has 
only one beveled corner instead of 
two. Also, DisplayPort's center post 
is shaped like a shallow letter U. Us- 
ing an adapter, you can convert Dis- 
play Port to HDMI, DVI (Digital Visual 
Interface), and VGA (Video Graphics 
Array). 

Some devices, such as multi- 
monitor graphics cards, have mini- 
DP ports, which look like small 
squares with two beveled corners. 
The latest extension to the Display- 
Port 1 .2 standard lets it support 
active cables more than 100 feet 
long. 

Thunderbolt. The Thunderbolt stan- 
dard (formerly called Light Peak) is 
aimed at being able to use a single 
interface for multiple device con- 
nections. Thunderbolt is a 10Gbps 
(1.25GBps) interface that combines 
PCI-E (Peripheral Component Inter- 
connect Express) with DisplayPort in 
a single, thin cable. It can daisy-chain 
compatible devices, and it supports 
hubs, which lets you use a single ca- 
ble connection to link your computer 
to a mouse, keyboard, monitor, and 



external storage drive. Even data from 
an external RAID (redundant array of 
independent drives) array of SSDs 
wouldn't hit a bottleneck on its way to 
your computer, thanks to Thunderbolt. 

Thunderbolt doesn't use optical 
technologies such as lasers or fiber 
to transmit data. Like other standards 
described here, it sends data through 
copper wires. Thunderbolt uses mini- 
DisplayPort connectors, and it's adapt- 
able to DisplayPort, HDMI, DVI, VGA, 
and more. 

HDMI. The High-Definition Mul- 
timedia Interface has been around 
since the early 2000s, and was de- 
veloped for consumer electronics 
devices such as Blu-ray Disc players 
and HDTVs. However, HDMI has 
also seen wide use in graphics cards 
and computer displays. Its connec- 
tor's wide rectangle with two bev- 
eled corners can be adapted to DVI. 

HDMI is notable for its ability to 
transmit both HD video and audio 
simultaneously. For example, a qual- 
ity cable rated for 10.2Gbps opera- 
tion can carry a 3D, 1080p movie 
and the film's HD surround sound 
soundtrack. 




Along with new support for active cables up 
to 1 00 feet in length, DisplayPort 1 .2 gets a 
new Active Cable logo. 



The current specifications, HDMI 
1 .4a and 1 .4b, offer a variety of op- 
tional features such as advanced 3D 
formats, Ethernet support, and more. 
Version 1 .4b adds support for 1 080p 
video at 120 Hz. HDMI 2.0, which 
will bring higher bandwidth capa- 
bilities, had not been released as we 
went to press. There are mini and 
micro versions of HDMI for mobile 
devices such as smartphones and 
camcorders. 

eSATA. The external SATA interface 
has been around longer than most of 
the ports we just described. Until USB 
3.0 came along, this port was the fast- 
est link to consumer storage peripher- 
als such as external hard drives. 



Notebook Ports 

These images show the ports available on a modern laptop. 
We've listed its features from left to right. 




On one side, there's Gigabit (1 Gbps) 
Ethernet, USB 3.0 (x 2, blue), USB 2.0, and 
FireWire (IEEE 1 394). The wide slot on the 
right is for memory cards. 




These 3.5mm phono jacks, also called TRS 
(tip-ring-sleeve) after their cable connec- 
tors, are for headphone output, micro- 
phone input, digital output, and speaker 
output.To the right are a USB 2.0 port and 
an anti-theft lock port. 




The rear of our notebook has eSATA, HDMI, 
and DVI ports. The slanted slots on the left 
are for ventilation, while the round jack is a 
DC power input. 
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Like the internal SATA interface, 
eSATA may support theoretical transfer 
rates of 1.5Gbps, 3Gbps, or 6Gbps. 
Some recent eSATA ports also supply 
enough electrical power to run com- 
patible flash memory drives, but some 
eSATA ports require supplemental 
power from a USB port. 

Ports Is Ports 

Old or new, ports let you do more 
with a computer or mobile device. 
And that, of course, means new pos- 
sibilities for productivity. 




is 




This graphics card's ports, from left to right, are DisplayPort, HDMI, and DVI. It's easy to tell 
DisplayPort from HDMI by the shape of the connector's outer shell and inner post. 



DisplayPort Q& A 



The Video Electronics 
Standards Associa- 
tion (www.vesa.org) is a 
trade association that is 
responsible for Display- 
Port. Board of Direc- 
tors chairman Craig 
Wiley took a moment to 
answer a couple of our 
questions. 

Smart Computing: Dis- 
playPort is much faster 
than the older PC video 
interfaces our readers 
are familiar with. What 
technologies made it 
possible to get such 
performance out of such 
a small cable? 
Wiley: DisplayPort 
leverages the same high- 
speed data communica- 
tion circuitry already 
being used by other new 
interfaces, including PCI 
Express, USB 3.0, SATA 
III, and others. Such 
technology, providing a 
data rate of over 5Gbps 
per wire pair (which 
means more than 5 bil- 
lion data bits per sec- 
ond), is made possible 



by the ongoing improve- 
ment in semiconductor 
process technology — the 
same improvements that 
have brought us power- 
ful quad-core processors 
in notebook PCs and 
smartphones that play 
high-definition movies. 

The DisplayPort 
standard was developed 
around this new chip 
process capability. By 
contrast, existing display 
standards are more than 
1 years old and were 
designed to work with 
semiconductor processes 
that were available then. 
DisplayPort is unique in 
that it can support even 
higher data rates, as 
they become available 
from continued improve- 
ment of semiconductor 
technology, while also 
supporting older systems 
at the same time. Dis- 
playPort does this using 
special PC-to-display 
communication that al- 
lows each to understand 
the other's capability 
and limitations. 



Smart Computing: Say 

a small business owner 
is about to buy new 
displays and/or comput- 
ers for her company. 
Why should she make 
the move to DisplayPort 
connections? 
Wiley: There are two 
main reasons. First of 
all, DisplayPort is the 
highest performance 
display connector avail- 
able today — period. 
The graphics capability 
of new PC chips takes 
advantage of the same 
new semiconductor 
technology as Display- 
Port, with most being 
able to support at least 
a 2,560 x 1,600 pixel 
resolution today. This 
is twice the number of 
pixels of your 1 080p 
HDTV display. Display 
resolution is also fol- 
lowing this trend, with 
higher resolution be- 
coming more common. 
High resolution means 
a better picture, less eye 
strain, and increased 
productivity. So ensur- 



ing your system has 
DisplayPort will future- 
proof your system, 
allowing you to upgrade 
to higher resolution 
displays as they become 
available. 

Secondly, several of 
the major PC manufac- 
turers have announced 
plans to phase out VGA 
and DVI by 2015. With 
this transition coming 
in across the industry, 
DisplayPort inputs are 
now becoming more 
common on PC displays 
to ensure they will work 
with future PCs and 
notebooks. 

In addition, Dis- 
playPort was built for 
backward compatibility 
by supporting the use 
of external video adapt- 
ers. So not only can you 
leverage DisplayPort on 
new displays today, but 
you can continue to use 
your existing displays 
while future-proofing 
your environment. 
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Make The Right 
Connection 

Wireless Access: Wi-Fi vs. Mobile Broadband 



Internet access has become a standard feature on most of our mobile devices. 
But there's more than one way to connect to the Web with those devices these 
days. In this article, well help you determine what you need in order to get started 
with each of these technologies and explain a bit about why you would want to 
choose one over the other or perhaps go with both. 



Mobile Broadband 

The term "mobile broadband" (3G/4G) covers two versions of the same 
technology. Both are capable of delivering a reliable Web connection to your 
mobile broadband-capable device of choice from coast to coast (depending 
on your carrier's coverage area). 

4G is the newest speed tier of mobile broadband, and as you may guess, it pro- 
vides you with the fastest downloads and Web access. The downside of 4G is that 
it's generally only available in major cities at the moment. On the flip side, 3G cov- 
erage is available nearly everywhere in the U.S. 3G's speed is typically fast enough 
to stream audio, video chat, and download email attachments in minutes. The extra 
speed of 4G allows for faster Web downloads and for streaming high-quality video. 

To get running with a mobile brotadband network, you'll need a mobile broad- 
band subscription with a wireless carrier or a pay-as-you-go service, and one of 
the following: a device with embedded mobile broadband (only available on se- 
lect notebooks and devices), a USB-based mobile broadband device, a USB-based 
mobile hotspot device, or a mobile phone with a limited or unlimited data plan. 




What Mobile 
Broadband Can 
Do For You 

• Listen to streaming music 
or watch TV shows while 
you commute to work 

• Look up a map and get 
detailed directions if you 
ever get lost 

• Access your email wheth- 
er you're in the office or 
on the road 

• Download the latest page- 
turner from your favorite 
author right from the beach 



Best Reasons To Choose 3G/4G 

1 ) Enjoy reasonably fast broadband Internet speeds wherever you get cell reception 

2) Mobile broadband hotspots let you connect multiple Wi-Fi devices at once 

3) You may be able to get discounted devices by signing a multiple-year mobile 
broadband agreement 
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Wi-Fi 

Wi-Fi is the wireless protocol used by almost every consumer elec- 
tronics device that can benefit from a Web connection. Wi-Fi-capable 
devices include most PCs, laptops, tablets, smartphones, MP3 players, 
gaming consoles, Blu-ray Disc players, smart HDTVs, and digital photo 
frames. 

In its most basic form, Wi-Fi is a broadband cable service that's delivered 
to your devices via a wireless router. Multiple devices can connect to one 
router, assuming that the device is within range of the signal. Indoors, the 
average 802.1 1 n range is around 1 50 to 200 feet or so. 

Nearly all new routers broadcast using the 802.1 1 n standard, which is 
also backward compatible with 802.1 1 g and 802.1 1 b devices. 802.1 1 b 
hardware can transfer data at up to 1 1 Mbps, 802.1 1 g can deliver up to 
54Mbps, and 802.1 1 n can work at up to 300Mbps. These are theoretical 
speeds; typically, you'll experience download speeds at around 1/3 of 
the theoretical maximum. 




What Wi-Fi Can 
Do For You 

• Get more entertainment 
mileage from your HDTV 
by streaming video 

• Reduce wire- and cable- 
related clutter at your TV, 
notebook, and elsewhere 
around your house 

• Enjoy fast uploads to share 
photos and videos with 
distant friends and family 

• Using Wi-Fi instead of 
3G/4G reduces your 
smartphone 

data consumption 



Best Reasons To Choose Wi-Fi 

1) Better download/upload speeds, compared to mobile broadband 

2) Most devices can connect to the Web via Wi-Fi 

3) Simple and inexpensive to create a Wi-Fi network 
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How To Buy 

A Tablet 





In just a few short years, tablets 
have become must-have items 
for both consumers and busi- 
ness people. One of the key rea- 
sons for the quick ascension of 
tablets is that they offer a portable 
size that's ideal for travel, while 
providing the power and features 
to drive mobile communication, 
play back multimedia, and per- 



form basic business tasks. Here, 
we'll examine what you'll want to 
look for when purchasing a tablet. 

Choose An OS 

Are you already familiar an op- 
erating system designed for use 
with a touchscreen, such as a 
new PC that runs Windows 8 or 
a smartphone that operates iOS 



or Android? Investing in a tablet 
that features a mobile operating 
system with which you're already 
familiar will flatten the learning 
curve, making it easier to use. That 
said, the touchscreen interfaces of 
mobile operating systems are all 
fairly intuitive, so it won't take 
long for you to understand how to 
control your new tablet. The three 
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One of the key reasons for the quick ascension of tablets 
is that they offer a portable size that's ideal for travel, while providing 
the power and features to drive mobile communication, play back 
multimedia, and perform basic business tasks. 



primary options for tablet operat- 
ing systems include Android, iOS, 
and two versions of Windows 8. 

The Android OS features a num- 
ber of home screens — often as 
many as five — that you can reach 
by swiping your finger to the left 
or right, so it's easy to organize 
and access apps. Google recently 
announced that its Google Play 
store now offers 700,000 apps, 
so you'll have a wide variety from 
which to choose. A tablet run- 
ning iOS has built-in features that 
might require installing an addi- 
tional app on other mobile oper- 
ating systems. For example, the 
Photo app allows you to select 
a group of photos and immedi- 
ately share the images you select 
with a group of contacts. At press 
time, we found there were around 
750,000 active apps in the iOS 
app store. 

Windows 8 is the newcomer 
to the mobile operating system 
world. You'll find two versions 
of the Windows 8 OS for tablets: 
Windows 8 Pro and Windows RT. 
Windows 8 Pro runs the full ver- 
sion of Windows 8, exactly as 



you'd see on a PC, while Windows 
RT can only run apps that are have 
been developed for the Windows 
RT Modern interface. 

Size 

Most tablets are either 7-inch or 
10-inch, or thereabouts. The 7-inch 
models are typically more afford- 
able (generally priced between $200 
and $300), but due to the smaller 
size, they may have less powerful 
hardware inside. Thus, most 7-inch 
tablets tend to be somewhat less ca- 
pable (at least in terms of running 
high-end apps) than a 1 0-inch tablet 
would be. The larger tablets are of- 
ten priced around $500 or more, but 
they offer the dual benefits of a big- 
ger screen size (making it easier to 
read content, easier to use the tab- 
let's onscreen keyboard, and better 
for reading content) and faster hard- 
ware. Both are useful, so select the 
size that best fits your needs. 

Connectivity 

Many tablets feature HDMI out- 
puts to let you conveniently con- 
nect them to an HDTV or projector, 
which is great if you want to use the 



tablet to show off a presentation or 
play a video for a client. A number 
of new tablets provide you with 
front-facing cameras that allow you 
to use the tablet with a video con- 
ferencing software, so you can have 
face-to-face virtual meetings with 
clients or co-workers back in the of- 
fice. If you'd need consistent access 
to an Internet connection, such as 
for access to cloud-storage, consider 
a tablet with built-in mobile broad- 
band as well as Wi-Fi capabilities. 

Accessories 

Although you can find cases and 
keyboards for most tablets, some 
tablets are offered with accessories 
that are specifically designed to 
enhance productivity and ease-of- 
use. For example, some tablet key- 
boards can physically plug into the 
tablet and allow for extra battery 
life while adding touchpad input, 
USB ports, a memory card reader, 
or improved sound quality. These 
extras may be just what you need 
to perform a specific task; for ex- 
ample, a Notebook mode makes 
it easier to type emails or transfer 
files from portable storage. 



Tablets vs.eReaders 

Modern eReaders are capable of doing more than just downloading and displaying eBooks, as many now 
feature apps, Web browsers, and email capability. That said, tablets offer you more flexibility with apps, 
multimedia playback, and communication. Additionally, the eBook display programs built into eReaders are 
often available for tablets also, so a tablet can also serve as an eReader. On the downside, tablets are a bit 
more expensive than an eReader, and often larger and heavier. 
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SAN FRANCISCO 



What kind of neighborhood are you looking for? 



Having tong engaged the 
imaginations of wandering artists 
and progressive reformers San 
Francisco remains Ihe destination 
(or tech-savvy innovation. 
Growing organically. The City by 
She Bay stays true to its creative 
roots a very stop of the way. 

Airbnb Local Lounges in San 
Francisco 



Get around with 

public transit 



Places to stay Neigh oortioods 

3479 36 

See 3479 listings » See list 



Airbnb 

www.airbnb.com 

Looking to stay in a place that feels more like home when you're traveling? 
Airbnb is a website that allows you to book entire homes, private rooms, and 
shared rooms based a specific type of property, including things like boats, lofts, 
and dorms. You can limit choices to specific neighborhoods at your destination 
and also by amenities. For most big cities, you'll find a wide selection of choic- 
es — many of which are conveniently located downtown, so you'll be near com- 
mon travel destinations. All payments go through Airbnb's secure system, and 
you can use the site to find detailed profiles about your hosts. 



Evernote Business 

http://evernote.com/business 

Evernote has been a popular 
digital note-taking tool for busi- 
ness people for several years 
now, but with the new Evernote 
Business, you'll be able to share 
notes across the company. Ever- 
note Business upgrades you to a 
Business Premium level, allow- 
ing you a total of 4GB in monthly 
uploads — four times more than 
you get with Evernote Premium — 
for your digital notebooks, and 
all employee notebooks can be 
shared with co-workers. You'll 
be able to create Business and 
Personal notebooks, each with a 
capacity of 2GB. (Personal note- 
books are private, so you can use 
them for items you want to keep 
to yourself.) 

HipMonk 

www.hipmonk.com 

This is a travel website that's de- 
signed to make it easier to figure 
out your travel plans. Each leg of 
an air or train journey is displayed 
on a visual timeline with a price 
next to the option, so it's easy to 
select the best flight. You can sort 
by price, duration, departure time, 
and arrival time. Want to book a 
hotel too? After you select your 
travel plans, HipMonk will dis- 
play a page on which the differ- 
ent hotels are shown on a map, so 
you can view how close various 
landmarks are to your destination. 
You can sort hotel results by price, 
stars, and reviews. 

Mood stream 

http://moodstream,gettyimages,com/ 

This website is designed to help 
you brainstorm ideas by display- 
ing images and music that fit your 
mood — or the mood you're try- 
ing to create. To do so, it features 
mood sliders that you can alter 
to fine-tune the music and imag- 
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es. For example, you can choose 
between happy/sad, calm/lively, 
and warm/cool, with presets for 
such things as Inspire, Refresh, 
and Stablize. You can also create 
a "moodboard" in order to save a 
particular theme. The images are 
provided by Getty Images. 

QlOO 

www.qloo.com 

Qloo takes into account your 
taste in eight categories and pairs 
you with like-minded people, 
who are your "tastebuds." (Get 
it? Tastebuds?) You'll then receive 
recommendations and anony- 
mous reviews that will introduce 
you to new things based on your 
current tastes in the various cat- 
egories, including music, film, TV, 
dining, nightlife, fashion, books, 
and travel. Each time you seek a 
suggestion, Qloo will allow you 
to decide which aspects of your 
tastebuds' taste are the most rel- 
evant. You can also cross-link sug- 
gestions, such as fashion based on 
a particular music taste, or a film 
based on your taste in literature. 

wikiHow 

www.wikihow.com 

This collection of how-to guides 
provides you with an easy way to 
find step-by-step instructions for 
a wide variety of topics. At press 
time, there are over 147,000 
how-to articles, so there's a good 
chance your project is covered. 
WikiHow also categorizes the 
information, so you can search 
through a specific topic, such as 
cars, computers, finance, home 
& garden, and sports & fitness. 
Those looking to provide advice 
can write an article; if you don't 
have a particular topic in mind 
about which to write, you can 
browse through the long list of re- 
quested articles. 




How to Change a Tire 
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Have you ever been stuc:< an the side of the road 
with a flat tire? Do you wbjii to be able !o change a 
tire 'without having to ask for help! Fortunately, 
changing a tire Is a pretty simple task, provided 
yau're prepared and wilting to exert a little effort. 
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Find h ftat> stHble and safe place to change your tire You need a ic. :eve surface :hat 
wilt restrict the car from rolling. If you are near a road, parti as far from traffic as possible 
and (urn on your emergency Bashers (hazard lights). Avoid son ground and hills. 
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The Tech Info You Need, In Plain English 

You don't need to be an IT guru to buy and maintain computers and gadgets for your home or small office. 
Smart Computing keeps you up-to-date with plain-English articles that explain new technology and define 
technical terms. Each issue includes news, tutorials, and step-by-step troubleshooting guides. 

More than just a magazine, Smart Computing is a valuable reference tool. Benefit from the advice in each 
issue, as well as from the digital editions archived on our website. 
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Problems with your PCs memory, or 
RAM (Random Access Memory), can 
result in a variety of issues, including 
seemingly random freezes, crashes, 
and system errors. When you're see- 
ing these types of issues, there are no 
obvious error messages that indicate 
something is wrong with the memory 
in your computer. Here, we'll show 
you how to discover if your RAM is 
the problem and give you some ways 
to fix it. 

Is It A Memory Issue? 

The most common manifestations 
of RAM problems are operating sys- 
tem crashes or applications that hang 
or won't respond. If you're experienc- 
ing these issues, try running an anti- 



virus scan with your security software 
just to be safe, because a virus can 
cause similar symptoms. 

Memory Analysis 

Windows 7 includes the Windows 
Memory Diagnostics Tool, which 
will help you detect problems with 
your computer's RAM;. To manu- 
ally run the utility, click the Start but- 
ton, select Control Panel, and type 
memory into the search box. Select 
Diagnose Your Computer's Memory 
Problems under Administrative Tools, 
and you'll see two options. You can 
choose to have Windows restart right 
now and check the memory, or you 
can tell it to wait until the next time 
you reboot your PC. 



If the Windows Memory Diagnos- 
tic finds errors, you'll see a pop-up 
that tells you where the memory 
failed. In this case, you'll likely need 
to replace the memory to fix the 
problem. If the utility detects no er- 
rors, no message will be displayed 
and Windows will go ahead and 
load your Desktop. 

Quick Fix 

Nearly all PCs contain more than 
one memory module. It's possible 
that only one of the sticks of RAM 
is causing the problem, so try re- 
moving one and see if that fixes the 
issue. Continue switching out the 
memory until you find the memory 
stick that's causing the problem. 



Some memory errors can occur when the 
modules are not securely placed in the 
socket. Therefore it's a good idea to occa- 
sionally open up your case and ensure that 
each stick is securely seated in its slot. 



When your PC's memory is causing problems, you'll need 
the following things to get it fixed up. 

Phillips-head screw driver to remove side panel or laptop panel 

A functional, up-to-date copy of Windows 7 

Users manual for your computer 
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Troubleshooting 
Reference: 

DIGITAL 
CAMERAS 




We've come to rely on digital cameras 
to capture the special moments in our 
lives. And if you miss a moment be- 
cause your camera isn't working or 
produces poor-quality images, it can 
be frustrating. Here, we'll provide 
some quick tips for resolving a few of 
the most common issues. 

Clean Off The Lens 

So you've just snapped a few pho- 
tos of the family dog, only to find 
that most of them have been ruined 
because a certain pooch left his nose- 
prints on the lens. The same problem 
can occur if dust builds up or when 
you accidentally touch the lens with 
your finger. Breathing across the lens 
and wiping it off with a soft, micro- 



fiber cloth will remove most marks. 
For stubborn fingerprint oils, you may 
need to use a lens cleaner. Lenses typ- 
ically have special coatings, so you'll 
want to avoid any household cleaning 
products that could mar the coating. 

Battery Life 

When you first got your digital cam- 
era, the battery lasted for several hours 
before it needed to be recharged. But 
over time, a battery wears out; eventu- 
ally, it may only give you enough juice 
for a few shots. If you're experiencing 
this problem, you'll likely need to 
invest in a new battery. If you see a 
white flaky material on the old battery, 
it's likely that it was leaking and that 
residual acid has corroded the con- 



tacts. You'll need to clean the contact 
pads with a brush and fine sandpaper 
before you install a new battery. 

Shots Are Dark Or Off-Color 

Many point-and-shoot cameras 
use small image sensors that have 
trouble gathering enough light in 
low-light environments. You may be 
able to compensate by switching to 
a shooting mode in which the cam- 
era opens the shutter for a longer 
period of time, but then the camera 
must be held steady to avoid blur. It 
may be easier to move the subject to 
a location where there is more light, 
or to better illuminate the scene by 
adding more light with a flash or by 
opening a curtain. 



Prevention 

Digital cameras are fairly durable devices, 
but you'll want to keep them away from 
liquid, sand, and dirt. Liquid can short out 
the internal circuitry, while sand and dirt 
can scratch the lens and other parts inside 
the camera. The internal circuitry and glass 
lens (and internal mirror, if your camera has 
one) can also be damaged if you drop the 
camera, so remember to keep the neck strap 
on while using it. 



Fix-It Checklist 

Here are the tools you'll need when troubleshooting 
a digital camera. 

Microfiber cloth / Fine sandpaper 

Lens-cleaning solution / Backup batteries 

Soft brush 
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Reference: 

SOFTWARE & 
OS UPDATES 



The process of updating your PC 
and applications is a relatively 
straightforward one, but that doesn't 
mean that updates are always suc- 
cessful. In this article, we'll help you 
troubleshoot some common update 
and patch issues. 

Windows 7 Issues 

When updating Windows, you may 
see an error message that indicates that 
Windows could not install an update. 
There are several possible reasons for 
this. If you haven't updated in a while, 
there could be a series of previous up- 
dates that need to be installed and one 
update that was installed out-of-order 
from the rest. Try manually installing 
the problem update. Click Start, select 



All Programs, and click Windows Up- 
date. Select Check For Updates, and 
once the process finishes, click Install 
Updates and look for the one that was 
unable to install. 

Another common issue arises 
when Windows won't install be- 
cause you have too little free space. 
Try using the Disk Cleanup tool to 
regain some space. Click Start, type 
disk cleanup and press ENTER. Next, 
choose the drive where your operat- 
ing system is installed, click OK, and 
follow the on-screen instructions. 

Failed Application Patches 

One of the most common causes 
of a failed application update is a 
dropped or lost Internet connec- 



tion. Unlike Windows updates 
(during which the operating system 
will remember where a download 
stopped), a dropped connection 
may prevent the application down- 
load from finishing. Check that your 
firewall is set to allow downloads, 
because it's possible that the firewall 
is preventing the download. 

Be sure that the download 
matches the version of the program 
you own. For example, an update 
for the 2007 edition of Microsoft 
Office won't be a viable addition 
for those who own Microsoft Office 
2010, and vice versa. If you con- 
tinue to experience the error, report 
it to the software vendor and see if 
the company can help you. 



Prevention 

Large downloads can take time and 
increase the risk of a dropped connec- 
tion during download. Regular checks for 
updates will help to decrease both the 
size of the files and the time they take to 
download, because you'll be installing 
them more frequently. 



Fix-It Checklist 

Here are the tools you'll need when updating an 
application or operating system. 

Installation discs for currently-installed programs 

Users manual 

Contact information for software vendor 



Functioning connection to the Internet 
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Troubleshooting 
Reference: 



NETWORKING 




A down, slow, or unreliable network 
can lead to significant downtime and 
frustration. Here, we'll help you trou- 
bleshoot a few of the most common 
network problems. 

Try The Power Cycle 

When it comes to the physical 
network, there are two devices that 
can possibly fail: the router and the 
modem. Both have simple fixes. Turn 
them off, wait ten seconds or so, and 
turn them back on again. This "power 
cycling" will resolve many network 
issues. For example, the router may 
have had a problem renewing its IP 
address or releasing new IP addresses 
for the computers on your network. 
Restarting the router or modem resets 



the device's software, often solving 
these sorts of problems. 

Examine Your 
Network Adapter 

If that didn't solve the issue, check 
the PC's network adapter. The Network 
Diagnostic utility built into Windows 7 
can renew your computer's IP address 
and ensure that the network adapter 
is enabled. To run Network Diagnos- 
tic in Windows 7, click the Start orb, 
select Control Panel, choose Network 
And Internet, and select Network And 
Sharing Center. Under View Your Ac- 
tive Networks, select the link next to 
Connections and click the Diagnose 
button. Windows will run a few tests to 
try and fix the problem. 



Weak Wireless Signal 

Watch out for nearby devices such 
as microwaves, Bluetooth devices, 
baby monitors, and phones, all of 
which can cause interference in the 
signal. Move your router someplace 
where it's less likely to experience 
interference. 

Intermittent Connection 

You'll want to check the physical 
connections to your router to see if 
all the cords are securely connect- 
ed. A loose connection may explain 
why the Web drops intermittently. 
It's possible that the cable may have 
a cut or kink that causes a fault in 
the connection. Try replacing the 
Ethernet cable. 



Prevention 



Fix-It Checklist 



Wireless signal interference will typically be 
worse if the device causing the problem is 
close to the router. Try moving your router 
or PC to a different location, where the 
interference will have less of an effect. (And 
see "Troubleshooting Reference: Wi-Fi Con- 
nection" in this section for more informa- 
tion.) 



Here are the tools you'll need when troubleshooting 
your network. 

Extra Ethernet cable to replace bad or kinked cable 

Unused outlets for alternative locations to place wireless router 

Users manuals for routers and other networking equipment 



Smart Computing / February 201 3 59 



Tech Support 




It's a bit more difficult to trouble- 
shoot an all-in-one PC than a desktop 
PC, because all of the internal compo- 
nents are tightly fit in the same case 
that contains the monitor. Thus, some 
hardware could be difficult to access 
and other hardware may not be reach- 
able. 

PC Doesn't Display Anything 

Examine the display for signs of 
power, such as a light or LED near the 
power button. Remove the peripherals, 
such as USB flash drives or memory 
cards, and restart; this will eliminate 
the possibility of a conflict caused by 
an external device. If the screen still 
doesn't display anything, turn off the 
PC and disconnect the power cord. 



Wait for 1 seconds to ensure that ev- 
erything inside the computer is reset 
and turn the computer on. An all-in- 
one that still won't boot up may need 
to be taken to a repair shop. 

PC Unexpectedly 
Shuts Down 

When computers work hard the 
internal components produce more 
heat. The snug design of an all-in-one 
PC may make it difficult to vent the 
heat, especially when the PC is under 
heavy load, such as when playing a 
game or editing video. To fix the is- 
sue, you may need to turn off some 
programs that are running in the back- 
ground and which may be contribut- 
ing to the overheating problem. 



Wireless Internet 
Won't Connect 

Verify that the PC's Wi-Fi is turned 
on. (You may need to physically flip 
a switch on the PC to enable it.) Try 
using a different Wi-Fi-enabled de- 
vice to see if the Internet connec- 
tion is down or if there's something 
wrong with the router. A working 
connection on another device would 
suggest that there's something wrong 
with the network adapter in your PC. 
Run the Network Diagnostic tool. 
Click Start, select Control Panel, 
choose Network And Internet, and 
select Network And Sharing Center. 
Under View Your Active Networks, 
select the link next to Connections 
and click the Diagnose button. 



Prevention 

All-in-one PCs are like laptops: the hard- 
ware fits tightly in the case, which makes 
the entire system vulnerable to heat. To pre- 
vent heat-related damage, keep the all-in- 
one computer is a well-ventilated area, and 
check the vents to ensure that they aren't 
clogged with dust. 



Fix-it Checklist 

Here are the tools you'll need when troubleshooting 
your all-in-one PC. 

Users manual for computer 

Can of compressed air 

Fan 
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Troubleshooting 
Reference: 



Internet connectivity has become 
synonymous with "smart" when it 
comes to consumer electronics and 
appliances. But if your Wi-Fi connec- 
tion goes down, you might have a hard 
time adjusting to a Blu-ray player that 
just plays Blu-ray Discs, a phone that 
only makes phone calls, and a tablet 
that just plays games. Fol low these Wi- 
Fi connection troubleshooting tips to 
"smarten up" your favorite gadgets. 

Device Fails To Detect A 
Wi-Fi Network 

The first thing you should do is find 
another Wi-Fi-capable device and 
attempt to connect to the Wi-Fi net- 
work. If the second device also can- 
not locate the SSID (Service Set Identi- 



fier), or Wi-Fi network name, then turn 
your attention to the wireless router. 
Most routers have LEDs that indicate 
connection status, so consult your 
manual and determine if the router 
appears to be operating normally. The 
manual also provides instructions for 
accessing the configuration menu, so 
check this to make sure you actually 
have a wireless network up and run- 
ning. Reset your security password if 
necessary. Make sure that your router 
is configured to broadcast the SSID, 
at least while you're troubleshooting. 
(You may wish to stop broadcasting 
once the problem is resolved.) Also, 
check the wired devices plugged into 
your router to determine if the router 
itself is malfunctioning. Finally, restart 



your PC and any device that has failed 
to connect to the wireless network. If 
the connectivity issue is isolated to 
a single device, disabling and re-en- 
abling Wi-Fi may solve the problem. 

The Wi-Fi Network Is Work- 
ing, But There's No Internet 

You may need to reset your Internet 
connection. Unplug the wireless router 
and modem. Next, plug in the modem 
and wait ten to twenty seconds for the 
lights to come on and then plug in the 
router. If your modem has a battery 
backup, you may need to press a re- 
cessed button to reset it. Check all Eth- 
ernet cables for loose connections and 
then try to find your Wireless network 
with your Wi-Fi-based devices. 



Prevention 



Fix-It Checklist 



A Wi-Fi network requires little maintenance. If 
you regularly maintain your PC, modem, rout- 
er, and wireless devices, the network should 
continue to operate flawlessly. You may experi- 
ence speed fluctuations if there are too many 
devices or appliances nearby that operate on 
the same frequency; minimize this problem by 
keeping your wireless router and Wi-Fi devices 
away from cordless phones, microwaves, wire- 
less game controllers, Bluetooth devices, and 
even fluorescent lights. 



It's helpful to have a few things on hand when your Wi-Fi network 
fails. Here's a short checklist that'll help you solve the problem. 



A spare device that 
supports Wi-Fi 

Manuals for your router 
and modem 

Spare Ethernet cables 



Wireless router or adapter 
driver discs 

Alternate Wi-Fi 
router 

USB Wi-Fi adapter 
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Rogue Anti-Ma I ware 

Dealing With Fake Antivirus Apps 



Rogue antivirus programs are 
designed to look like real 
antivirus software, but in- 
stead of locating and removing 
malware, the rogue utility actually 
downloads and installs harmful vi- 
ruses and spyware onto your PC. 
Typically, the rogue antivirus will 
start with a pop-up window that 
displays something like, "YOUR 
COMPUTER IS INFECTED!" or 
something similarly disturbing 
(and equally unsubtle), in the 
hopes that you'll click on the pop- 
up, allow the installation of the 
fake antivirus, and provide a credit 
card number to pay for it. These 
pop-ups can look very authentic, 
but don't be fooled. We'll examine 
some popular rogue anti-malware 
and explain how to remove them 
from your computer. 

Privacy Protector 

Privacy Protector is similar to oth- 
er rogue anti-malware applications 
that either trick you into installing 
them or install themselves without 
your knowledge. Rather than pre- 
tending to find viruses and Trojans, 
however, Privacy Protector pretends 
to search for compromised personal 
information. Of course, the applica- 
tion eventually attempts to get you 



- Windows Security Alert 



To help protect your computer, Windows Web Security ha< 
detected trojans and ready to remove them. 



Detected spyware and ad ware on /our computer: Filename; 



[^1 A dm ess. Trojan 

zserv.Transponder. Trojan 

[^1 Wstart.TrojanDownloader 




Privacy Protector looks legit, but it's a rogue anti-malware tool used cybercriminals. 



tcpservice2.exe 

Z5erv.dll — 
wstart.dll 



| Remove all 



Sp/ivare is software, uhch :an gather n : :r mat-on f rem user s computer through 
Internet connection and send them to its creator. Gathered information can be 
passwords, e-mail addresses and all that data, which is important for you. 



to pay to delete or lock down this 
information. 

Is Privacy Protector 
On Your System? 

Like most rogue security appli- 
cations, you'll know if Privacy Pro- 
tector is installed on your system. 
Warnings will repeatedly pop up 



If you see a fake scanning 
window such as this one, or 
notice software running that 
you didn't install, press CTRL- 
W on your keyboard as soon 
as possible to stop it from 
installing viruses. 



and an official-looking interface 
with the Privacy Protector name will 
be readily visible. 

How To Remove 
Privacy Protector 

As with most rogue security ap- 
plications, removal is usually con- 
siderably more involved than just 
uninstalling the program. In part, 
this is because these types of appli- 
cations are often installed through 
some other Trojan that finds its way 
onto your system. You can remove 
Privacy Protector, but if the under- 
lying Trojan is still on your sys- 
tem, Privacy Protector will simply 
install itself again. Therefore, you 
need to use (real) security software 
that will eliminate the underlying 
problem. If you don't have any se- 
curity software, you'll want to in- 
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vest in a program and install it on 
your computer. 

Because Privacy Protector may 
limit your ability to run applica- 
tions, you'll need to restart your 
PC and load Safe Mode, a special 
mode in which a limited number 
of applications and drivers will 
run. Generally, you can start Safe 
Mode by pressing F8 right after 
your system's boot screen disap- 
pears and right before you would 
normally see the Windows boot 
screen. This should provide you 
with a variety of boot options. 
Running in Safe Mode should pre- 
vent any malware from loading at 
startup, thus making it easier to 
remove. 

Once Safe Mode boots, start your 
security software and have it scan 
your computer for viruses. It may 
also be a good idea to run the Win- 
dows Disk Cleanup utility, which 
can remove temporary Internet files 
that could latently reinstall Privacy 
Protector. To do so, click the Start 
button, select All Programs, choose 
Accessories, click System Tools, and 
select Disk Cleanup. Reboot your 
system and re-run your security soft- 
ware to ensure that Privacy Protector 
has been eliminated. 

Windows Ultimate 
Security Patch 

Windows Ultimate Security 
Patch is one of the newest rogue 
anti-malware scams. This applica- 
tion may claim numerous infec- 
tions and may even alert you that 
your computer is being used to 
send spam. We've seen some re- 
ports indicating that immediately 
after logging in, a window appears 



warning of multiple infections. It 
will also change the Windows Reg- 
istry so that you won't be able to 
start other programs. 

How To Know If It's Installed 

If there's an upside to these rogue 
applications, it's that they aren't sub- 
tle. Look for windows with the Win- 
dows Ultimate Security Patch name. 
Additionally, the fake antivirus will 
start automatically when you boot 
up Windows, so you'll immediately 
be met with "scan" results intended 
to convince you that your PC is filled 
with viruses. 

Remove Windows 
Ultimate Security Patch 

First of all, ignore all of the 
"scan" results — which will be dif- 
ficult to do, because Windows 
Ultimate Security Patch won't let 
you do much of anything else, in- 



cluding starting your security soft- 
ware or Windows Task Manager, 
two common methods of shutting 
down rogue antivirus programs. As 
with the Privacy Protector rogue 
malware discussed above, you'll 
need to reboot your computer in 
Safe Mode by repeatedly pressing 
F8 right after the initial boot screen 
disappears. 

Select Safe Mode With Network- 
ing from the available options. 
Windows Ultimate Security Patch 
is even able to affect Windows' set- 
tings in Safe Mode, so you'll need to 
make changes just to allow you to 
use Internet Explorer. Start IE, select 
the Tools menu, and choose Internet 
Options. Choose the Connections 
tab, select LAN settings, and remove 
the check in the Use A Proxy Server 
For Your LAN checkbox. Press OK 
and Internet Explorer should no 
longer be affected by the infection. 



Generally, you can start Safe Mode by pressing F8 right after your 
system's boot screen disappears and right before you would normally 
see the Windows boot screen. This should provide you with a variety 
of boot options. Running in Safe Mode should prevent any malware 
from loading at startup, thus making it easier to remove. 
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When you see a "scareware" pop-up such as this, it's important 
that you don't click anywhere within the pop-up, because any area 
that you select may have been manipulated by the cybercriminal 
to let it start installing viruses onto your PC. 




Don't Click 
That Pop Up 

Although it's 
possible for 
some rogue antivirus 
tools to get into your PC 
via an email attachment or a 
hacked website, the most com- 
mon method of infection is via 
pop-up message in your Web 
browser. Even clicking (what 
appears to be) the Close button 
on the pop-up will often allow 
the rogue malware to begin 
installing itself onto your PC. 

When you see a "scareware" 
pop-up such as this, it's impor- 
tant that you don't click any- 
where within the pop-up, be- 
cause any area that you select 
may have been manipulated by 
the cybercriminal to let it start 
installing viruses onto your PC. 
Instead, simultaneously press 
CTRL+W on your keyboard, 
which should close the pop- 
up. If that doesn't work, press 
CTRL+ALT+DELETE, select 
Start Task Manager, and click 
Applications. Then, right-click 
the task for your Web browser 
and select End Task. This will 
kill all the Web browser tabs 
you had open, including any 
that had been taken over by 
the scareware pop-up. 



Advanced Boot Options 



choose Advanced options for: windows 7 

(use the arrow keys to highlight your choice.) 

Repair Your Computer 



Safe Mode with Networking 
Safe Mode with Command Prompt 

Enable Boot Logging 

Enable low-resolution video (640x480) 
Last Known Good Configuration (advanced) 
Directory Services Restore Mode 
Debugging Mode 

Disable automatic restart on system failure 
Disable Driver Signature Enforcement 

Start Windows Normally 

Description: Start Windows with only the core drivers and services. Use 

when you cannot boot after installing a new device or driver 



Most rogue antivirus tools will need to be removed in Windows Safe Mode. 



ARS 129.95 Pay by credit card | 



Antivirus XP 2008 Standard edition + 1 year free updates 

Scanner + Spyware Remover + Real-Time Protection + bonus fe 
PRICE: ARS 129.95 (This is a One Time Only Charge, your credit 
never be rebilled and you will receive UPGRADES FOR FREE! ) 



ARS 252.95 Pay by credit card | 
Antivirus XP 2008 Standard edition + 3 years free updated 



Whatever you da don't provide any credit card info to the fake antivirus; no reputable security applica- 
tion will request credit info in this fashion in exchange for cleaning or scanning your system. 



Now, download RKill (http://tinyurl. 
com/yj58u6d), an anti-malware 
program created by Microsoft MVP 
Lawrence Abrams; RKill will check 
for any current processes that could 



be associated with malware. Run 
the downloaded application to fix 
any fake executable applications. 

Now, you can run your regular 
security software to completely 



remove the Windows Ultimate Se- 
curity Patch. Make sure to update 
your security software to the latest 
definitions, since this threat is rela- 
tively new. 
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Tips From The Help Desk 



Common Tech Questions 



Qi I've read that Windows 7 allows 
■ you to create a system backup? 
How can I do that? 

Ai The feature is called Create A 
■ System Image, and it's pretty easy 
to use, as long you do so before a prob- 
lem occurs. Click the Start button, se- 
lect Control Panel, choose System And 
Security, and click Backup And Restore. 
Click The Create A System Image link 
and Windows will bring up a window 
from which you can select the media 
on which to store the backup. Your op- 
tions will include On A Hard Disk (if 
you have another hard drive or external 
drive connected to your computer), On 
One Or More DVDs (typically, you'll 
need multiple DVDs to back up all the 
files on your computer), and On A Net- 
work Location (available if you have a 
local server or network storage device). 

Once you've made a selection, you'll 
see the Which Drives Do 
You WantTo Include In The 
Backup dialog. Here, you 
can choose from among 
all the storage options 
connected to your com- 
puter, including external 
hard drives and USB flash 
drives. Click Next and the 
Confirm Your Backup Set- 
tings screen will show the 
amount of space required 
to save the entire backup. 
Click Next and a progress 
meter will display how 
quickly the backup is pro- 
gressing. Once the pro- 
cess is finished, Windows 
7 will ask you if you want 
create a system repair disc, 
which is a CD or DVD that 
will boot into the Win- 
dows Recovery area. We 




;ii Create a system image 



Where do you want to save the backup? 



A system image is a copy of the drives required for Windows to run. It can also include 
additional drives, A system image can be used to restore your computer if your hard drive 
or computer ever stops working; however, you can't choose individual items to restore. How 
do I restore my computer from a system image? 



O On a hard disk 



'.<*' On one or more DVDs 



« DVD RW Drive (D:) 



On a network location 



Select... 




Confirm your backup settings 

Backup location: 

t~tfr USB_Drwe £E:] 
The backup could take up to 17 GB of disk space. 



The following drives will be backed up: 



I System Reserved (System] 
^F^, Windows_7 (C:] (System] 



[ Start backup ] [ Cancel 



Next 



Cancel 



®When creating a 
system image, you can 
store that backup in any 
of a number of places. 



® The Confirm Your 
Backup Settings dialog 
will indicate how much 
space the backup will 
require. 
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® It may take a 
while to save the 
backup image. 



Mm Create a system image 



Windows is saving the backup.. 



Backing up (C:].. 



Create a system repair disc 



Select a CD/DVD drive and insert a blank disc into the drive 

A system repair disc can be used to boot your computer. It also contains 
Windows system recovery tools that can help you recover Windows from a 
serious error or restore your computerfrom a system image. 



Drive: 



J, DVD RW Drive (E:) 



Create disc 



3 



Cancel 



Stop backup 



® Once the image is backed up, 
Windows will ask if you want to create 
a System Repair Disc. 



recommend that you do so if your computer didn't come 
with a Windows installation disc. 

To create the disc, select Yes and insert a blank CD or 
DVD (you can use either) into the optical drive of your 
computer. Choose the drive letter for your optical drive, 
and select Create Disc. Windows will write the System 
Repair Disc onto the media you inserted in the optical 
drive. When the process finishes, the Autoplay window 
may pop up and ask you what you want to do with the 
new disc. Close the popup window, because there's 
nothing you can do with the disc right now. We recom- 
mend that you take the disc out of the drive and label it 
("System Repair Disc for Laptop" or "Repair Disc for Of- 
fice Computer" might work well) so that you'll be able to 
find the disc when you need it. 



Qi How do I recover my Windows 7 computer using 
■ an existing system repair disc and backup image? 

A i To recover your computer, you'll first need to 
■ configure the computer's BIOS (basic input/ 
output system) to boot to the optical drive. Typical- 
ly, changing the BIOS involves pressing the DELETE 
key or one of the function keys along the top of your 
keyboard. The splash screen that pops up when your 
computer first boots will indicate the key you should 
press to enter the BIOS. Once inside the BIOS, find 
the area where you can change the order that the 
BIOS searches when trying to load the OS. It may be 
labeled Boot Sequence or something similar. Move 
the CD-ROM drive or optical drive listing to the top 



To recover your computer, you'll first need to configure the computer's 
BIOS (basic input/output system) to boot to the optical drive. Typically, 
changing the BIOS involves pressing the DELETE key or one of the 
function keys along the top of your keyboard. 
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Windows 8 Upgrade Assistant 



® If you ran a 32-bit version of Windows 7, the 
Windows 8 Upgrade Assistant will automatically 
install a 32-bit version of Windows 8. 




Rating: 
Processor: 

Installed memory (RAM): 
System type: 
Pen and Touch: 



Q9 Windows Experience Index 

Intel(R) CorefTM) i5 CPU M 520 @ 2.40GHz 2.40 GHz 
4.00 GB (3.86 GB usable) 
54-bit Operating System 

No Pen or Touch Input is available for this Display 



® The System information about your 
version of Windows will list whether your 
operating system is 32-bit or 64-bit. 



Here's what we found 

You can get more info about each app and device in compatibility details. 



^ 33 of your apps and devices are compatible 
© 5 items for you to review 

See compatibility details 



of the list. Next, arrow over to the Save Changes And 
Exit (or similar) option and press ENTER on your key- 
board. Next, load the System Repair Disc into the 
optical drive and restart the PC. 

Windows will load the System Recovery Options 
window, from which you can select the Restore Your 
Computer Using A System Image That You Created 
option. Select this option and click Next. If you've 
created multiple system images, you'll be able to se- 
lect the one you want from the Select A System Image 
Backup screen. Click Next and you can choose to de- 
lete an existing partition or disk from the computer. 
This is a wise choice if you're fixing a crashed operat- 
ing system, because you don't want the excess files 
taking up space. Make your choice and click Next to 
see an overview of your restoration. Click Finish if 
everything looks correct. 

■ What's the difference between 32-bit and 64-bit? 

A. The term "bit" is short for "binary digit," which 
■ can be a 1 or 0. In this context, the number of 
bits refers to how many 1 's and 0's the computer's 
processor can use to communicate instructions and 



assign memory addresses. When dealing with instruc- 
tions, 64-bit software offers increased performance 
over 32-bit programs, because the processor will be 
able to deliver more information each time it issues 
a command. When dealing with memory address, a 
32-bit string is limited to a little over 4 million bytes 
of memory, or 4GB. That means the computer cannot 
store data to RAM beyond 4GB, so installing more 
than 4GB on a computer that runs a 32-bit version of 
Windows is a waste. 

A 64-bit system reaches a memory address limit 
at 18.45 exabytes — a number that's around 4 billion 
times larger 4GB. It's wise to go with a 64-bit operat- 
ing system, as it's backward compatible with almost 
any popular 32-bit application. Those with 64-bit 
versions of Windows, whether it be Vista, Windows 

7, or Windows 8, should opt for 64-bit applications 
(if a choice is available), because the program will 
(all else being equal) run faster than a 32-bit coun- 
terpart. Note that if you run a 32-bit version of Win- 
dows 7 and opt for an Upgrade Assistant installation 
to Windows 8, you'll end up with a 32-bit version of 
Win8. To "upgrade" to a 64-bit edition of Windows 

8, you'll need to buy a full version of Windows 8 and 
perform a Clean Install. 



The term "bit" is short for "binary digit/' which can be a 1 or 0. 
In this context, the number of bits refers to how many 1 's and 0's 
the computer's processor can use to communicate instructions 

and assign memory addresses. 



Smart Computing / February 201 3 67 



Tech Support 



Tablet Trouble 



Solve Common Problems 



Here, we'll examine a few 
common problems and pro- 
vide you with solutions to 
help you resolve the issues. 

Sluggish Tablet 

Despite the size differences, tab- 
lets are essentially small comput- 
ers. And like PCs, they will occa- 
sionally suffer from issues caused 
by poor memory management, 
system errors, and file corruption. 
Sometimes the easiest way to re- 
solve performance problems is to 
reboot the tablet. Note that this 
is different than simply pressing 
the Power button and putting the 
tablet into a sleep mode. With an 
Android-based tablet, you'll typi- 
cally need to hold the Power but- 
ton until the Shutdown menu ap- 
pears. Select Power Off, and once 
shut down, press the Power button 
to restart the tablet. iPad owners 
can hold the Sleep/Wake button 
until a red slider appears that you 
can slide to turn off the iPad. 

Unresponsive Apps 

Tablet apps can lock up, just 
like the programs on your PC. To 
force a frozen application to quit 
on an iPad, hold down the Sleep/ 
Wake button until the red slider 
appears. Then, hold down the 
Home button for six to 10 sec- 
onds. Open apps should be forced 
to quit, and the iPad should bring 
you back to the Home screen. 
With an Android-based tablet that 
operates version 3.2 or below, you 
can tap the Menu button, select 




Try rebooting your tablet when it seems slow. 




To save battery life, turn off your Wi-Fi, Bluetooth, and GPS when not in use. 



Despite the size differences, tablets are 
essentially small computers. 
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Settings, choose Applications, and 
tap Manage Applications. Under 
the Running tab, you'll see a list 
of the open apps on your tablet. 
Select the one you wish to close 
and touch the Force Stop button. 
If your tablet runs Android 4.0 or 
higher, you'll be able to close an 
app by bringing up the multitask- 
ing pane and swiping the app to 
the left or right. 

Wi-Fi Dropouts 

If Wi-Fi dropouts only occur in 
one room or one location in the 
room, you may need to use the 
tablet somewhere else. The qual- 
ity of your Wi-Fi signal can be 
affected by a number of different 
things. First, you may be experi- 
encing interference from a neigh- 
bor's Wi-Fi signal, which typically 
uses the 2.4GHz frequency. Other 
devices that cause interference 
include cordless phones, baby 
monitors, and Bluetooth devices. 
An entire room may be included 
in a dropout area, depending on 
the walls. Problematic materials 
include brick, metal, solid stone, 
and mirrors. Fortunately, tablets 
are portable devices, so you sim- 
ply need to find another place to 
use it where the signal is stronger. 

Less Battery Life 
Than Expected 

Many of today's tablets provide 
wireless connectivity for Wi-Fi, 
Bluetooth, and GPS. When the 
wireless connections are con- 
stantly left on, your tablet will 
more quickly use up its battery. 
When you're not using a wire- 
less technology, it's a good idea to 
turn off the feature via the Settings 
menu of your tablet. You'll be able 
to quickly turn it on again when 
you need it. Another common bat- 
tery hog for tablets is the bright- 
ness level of your screen. Sure, 
it's nice to be able to clearly see 
the screen in bright outdoor envi- 
ronments, but in normal lighting, 
the tablet probably won't need to 



operate at the highest brightness 
level. You can access the tablet's 
Settings to set your brightness 
level. Note that many new tab- 



lets feature automatic brightness 
controls (using a light sensor to 
analyze the room lighting), so you 
don't have to adjust it manually. 




® With a tablet running 
Android 4.0, you'll 
be able to close apps 
by swiping the app off 
the screen. 




Wi-Fi Net. 



Brighlncss & Wallpaper 
Picture Frame 
Gciiorril 

Mail, Corttods. Calendars 



I Video 



WI-FJ 


Choose a Network... 


mm 




QBZOS 




YU9L2 


it * o 


Olher- 


> 




Ask to Join Networks 





Known networks will be joined automatically If no 
Known networks are available, you wi\ have to 
manually select a network. 



The list of available 
Wi-Fi networks will 
indicate the quality of 
the signal strength. 
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Maintenance Basics 



The PC Checklist 



Just like a house, 
your computer needs 
regular maintenance. 
In this article, well 
break down the tasks 
you should perform 
on a weekly, 
monthly, and 
yearly basis. 




Weekly 

Regular maintenance of your PC can help to improve performance and re- 
duce the file clutter that builds up over the course of the week. For instance, 
there will be more free space on your hard drive if you empty the Windows 
Recycle Bin, delete temporary Internet files, and remove other unnecessary 
files. Doing so can help speed up system performance. 

Another essential task is backing up your files, assuming you don't have 
some type of automatic backup service that saves your files to the cloud as 
you create or edit them. If you don't have a service for backup, you should — 
at the very least — back up your critical files once a week. To protect your PCs, 
you should also update the malware definitions for your security software and 
run a full virus scan. Most security software tools allow you to automate this 
process, but you'll need to ensure that the computer will be on when the scan 
is scheduled to run. 



Weekly Checklist 



D Empty the Windows Recycle Bin 
Q Delete temporary Internet files 



Q Clear browsing history 



Q Delete unneeded files 



Q Back up important files 



D Update your computer's antivirus, 
antispyware, and other 
security software 



Q Run a full security scan of the 
files on your PC 
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Version 

I Checkfor Update | 
[ ^store | 



YouriPhone software is up to date. iTunes will 
automatically rherkfnran iinriatp; anain on k/1 4/7017. 
If you are experiencing problems with youriPhone, you 
can restore its orininal settinns hv rlirkinn Restore. 



Every month or so, check 
for updates on your favorite 
applications and hardware. 



Use a can of 
compressed air to 
remove dust from the 
vents in your computer. 




Monthly 

It's smart to check for updates specific to the applications and hardware on 
your PC at least once a month. For example, driver updates often include bug 
fixes and patches that can improve the functionality of your PCs hardware. 
Key drivers to check include your system's graphics processor, network card, 
and audio devices, as these will change the most frequently. Some compo- 
nents, such as the processor, memory, and hard drive/SSD (solid state drive), 
don't normally require drivers to operate. 

It's also smart to undertake a quick cleaning on a monthly basis. For 
example, you can take a can of compressed air and blow out the dust that 
has accumulated inside your computer's fans, which will help to keep 
temperatures down on your desktop PC or laptop. (Be sure to blow the 
dust out of the computer, rather than further into it.) A can of compressed 
air is also good for cleaning out keyboards, because you'll be able to 
blow out debris underneath the keys. Wipe down the exterior of your PC 
with a damp rag (not dripping wet; you don't want any water to touch the 
internal electronics) to clean off the dust. If your monitor seems dusty, in- 
vest in a monitor cleaning spray and a micro-fiber cloth to get the screen 
sparkling again. 



Monthly Checklist 

Q Check for application updates 
Q Run Windows Update 



Q Check for driver updates 



Q Clean exterior of desktop 
PC or laptop 



Q Blow dust out of fans and 
keyboard 



Q Wipe down monitor 



Yearly 

Take some time to review your subscriptions and renew any soft- 
ware, such as your backup service, security software license, and any 
other services that require a yearly license. If any of your subscrip- 
tions are nearing an end date, make sure to renew them. 



Yearly Checklist 



□ Check annual software 
subscriptions 



Q Renew security software license 
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